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Support Contacts

If you encounter a problem while installing, registering, or operating this product, please make sure that you have
read the documentation. If you cannot resolve the issue, contact your supplier or Gemalto Customer Support.
Gemalto Customer Support operates 24 hours a day, 7 days a week. Your level of access to this service is
governed by the support plan arrangements made between Gemalto and your organization. Please consult this
support plan for further information about your entitlements, including the hours when telephone support is

available to you.
Contact Method Contact Information

Customer Support Portal https://supportportal.gemalto.com

Existing customers with a Technical Support Customer Portal account
can log in to manage incidents, get the latest software upgrades,
and access the Gemalto Knowledge Base.

Technical Support contact email technical.support@gemalto.com

Additional Documentation
The following publications are available:

+ 007-013560-005 SafeNet Authentication Client 10.7 (GA) Administrator Guide Rev C
* 007-013559-008 SafeNet Authentication Client 10.7 (GA) Release Notes Rev D
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2 — Introduction

Introduction

SafeNet Authentication Client enables token operations and the implementation of PKI-based solutions.

Overview

SafeNet Authentication Client is Public Key Infrastructure (PKI) middleware that provides a secure method for
exchanging information based on public key cryptography, enabling trusted third-party verification of user
identities. It utilizes a system of digital certificates, Certificate Authorities, and other registration authorities that
verify and authenticate the validity of each party involved in an Internet transaction.

SafeNet Authentication Client provides easy-to-use configuration tools for users and administrators..

NOTE:
@ The term Token is used throughout the document and is applicable to both Smart
Cards and Tokens.

Friendly Admin Password

The Friendly Admin Password feature permits the use of a short password instead of an admin key made up of
24 binary bytes or 48 Hexadecimal digits.

Without the Friendly Admin Password, SafeNet Minidriver and SAC require a 48 Hexadecimal PIN.
The Friendly Admin Password (known as Friendly Admin) works with all IDPrime devices.

The Friendly Admin uses a user secret in the range of 8 to 32 ASCII7 characters.

NOTE:
@ » The user secret that is made up of 8-23 or 25-32 ASCII7 characters derives a 24 byte
long Admin Key. The user secret that is made up of 24 ASCII7 characters is used
without derivation.
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2 — Introduction

The password sizes: 24 bytes and 48 hexadecimal digits are maintained for backward compatibility with SAC and
SafeNet Minidriver.

Friendly Admin Password

Password Length Admin Key

8-
s S

e
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3 — SafeNet Authentication Client User Interfaces

SafeNet Authentication Client User Interfaces

This section describes the SafeNet Authentication Client user interfaces.

NOTE:
@ » If a customized version of SafeNet Authentication Client is installed, the graphics you see may
be different from those displayed in this guide.
* In some installations, the word Password is replaced by PIN or Passcode.
» The term Token is used throughout the document and is applicable to both Smart Cards and
Tokens.

Overview of SafeNet Authentication Client User Interfaces

Administrators use SafeNet Authentication Client Tools to set token policies. Users use SAC Tools to perform
basic token management functions, such as changing passwords and viewing certificates on the tokens. In
addition, SAC Tools provides users and administrators with a quick and easy way to import digital certificates and
keys between a computer and a token.

SAC Tools includes an initialization feature allowing administrators to initialize tokens according to specific
organizational requirements or security modes, and a password quality feature which sets parameters to
calculate a token password quality rating.

SAC Tools provides information about the token, including its identification and capabilities. It has access to
information stored on the token such as keys and certificates, and enables management of content, such as

password profiles.

@ CAUTION:
Do not disconnect a token from the USB port, or remove a smart card from the reader,
during an operation. This can corrupt the data on the token or smart card.

SafeNet Authentication Client provides two user interfaces:

» SafeNet Authentication Client Tray Icon
» for quick access to several token operations
» SafeNet Authentication Client Tools
» provides information about each connected token, including its identification and capabilities.
» can access information stored on each connected token, such as keys and certificates.
+ enables management of token content, such as password policy.

SafeNet Authentication Client 10.7 (GA) User Guide
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3 — SafeNet Authentication Client User Interfaces

SafeNet Authentication Client Tray Icon

The SafeNet Authentication Client tray icon offers a shortcut menu to several token operations.

The SafeNet Authentication Client tray icon is displayed in the Windows taskbar as follows:

No Tokens Connected One Token Connected Multiple Tokens Connected

g ©

Running the SafeNet Authentication Client Monitor

The SafeNet Authentication Client tray icon is displayed only when the SafeNet Authentication Client Monitor is
running.

NOTE:
@ If SafeNet Authentication Client is open and the tray icon is not displayed in the Windows
taskbar, see Chapter 10: Showing the SafeNet Authentication Client Tray Icon, on page 90.

To open SafeNet Authentication Client on Windows:

*  From the Windows taskbar, select Start > All Programs > SafeNet > SafeNet Authentication Client >
SafeNet Authentication Client.

SAC Tray Menu Functions

The following functions can be accessed quickly by right-clicking the tray menu:

¢ Tools: opens SafeNet Authentication Client Tools.

* About: displays product version information and license information, enables license import and the
validation of SAC binary signatures.

+ Token selection: allows you to select one of the connected tokens to be the active token. This function
is available only when more than one token is connected.

+ Change Token Password: opens the Change Password window for the selected token. See Chapter 5:
Changing the Token Password, on page 33.

* Unlock Token: opens the Token window for the selected token. See Chapter 5: Activating a Token, on
page 35.

+ Certificate Information: opens the Token Certificate Information window for the selected token.
» Exit: closes SafeNet Authentication Client and the tray icon.

SafeNet Authentication Client 10.7 (GA) User Guide
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3 — SafeNet Authentication Client User Interfaces

The following functions may be displayed, depending on the configuration of your system:

+ SAM Agent (Windows): launches the SAM Desktop Agent application. For more information, see the
SafeNet Authentication Manager User Guide.

* Delete Token Content: removes the deletable data from the selected token

*  Synchronize Password (Windows): Synchronizes your token password with your domain password.
Use this feature only when requested by your administrator.

Opening the SafeNet Authentication Client Tray Menu

To access the shortcut menu from the SafeNet Authentication Client tray icon:

* Right-click the SafeNet Authentication Client tray icon.

Selecting the Token from the SAC Tray Menu

If more than one token is connected, select which token to work with.

To select from multiple tokens in the tray menu:

1. Right-click the SafeNet Authentication Client tray icon.

The SafeNet Authentication Client tray menu opens. Among the options, a list is displayed of the names and
serial numbers of the connected tokens.

Tools

About

Sarah Adarns - 00000001 b
Jane Austin - D1dcdala k
Exit

2. Hover the mouse over the required token.
Options for the selected token are displayed.

Tools

About
Change Token Password Sarah Adams - D000DD0T 4
Unlock Token Jane Austin - (ldcdala 4
Certificate Information Eit

3. Select the required option.

SafeNet Authentication Client 10.7 (GA) User Guide
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3 — SafeNet Authentication Client User Interfaces

Closing SafeNet Authentication Client Monitor

To close SafeNet Authentication Client:

1. Right-click the SafeNet Authentication Client tray icon, and from the shortcut menu, select Exit.
A warning message is displayed.

2. Click OK.

SafeNet Authentication Client Tools

Administrators use SafeNet Authentication Client Tools to set token policies. Users use SafeNet Authentication
Client Tools to perform basic token management functions, such as changing passwords and viewing certificates
on a connected token. In addition, SafeNet Authentication Client Tools provides users and administrators with a
quick and easy way to import keys from a computer to a token, and to transfer digital certificates between a
computer and a token.

SafeNet Authentication Client Tools allows administrators to initialize tokens according to specific organizational
requirements or security modes. It includes a password quality feature that sets parameters to calculate a token
password quality rating.

@ CAUTION:

Do not disconnect a token from the USB port, or remove a smart card from the reader,
during an operation. This can corrupt the data on the token or smart card.

SafeNet Authentication Client Tools includes two viewing options:
+ Simple view: to perform common tasks
See "Opening the Simple View" on page 10.
+ Advanced view: for extensive control over SafeNet Authentication Client and your connected tokens
See "Opening the Advanced View" on page 14.

Each view displays two panes:

* The left pane indicates which token (Simple view) or which object (Advanced view) is to be managed.
» The right pane enables the user to perform specific actions to the selected token or object.
A toolbar at the top of the window enables certain actions to be initiated in both views.

SafeNet Authentication Client Tools Toolbar

Atoolbar is displayed at the top of the SafeNet Authentication Client Tools window, in both Simple and Advanced
views. The toolbar contains the following icons:

Icon Action
‘\3} Advanced View — switches from the Simple to the Advanced view
@ Simple View — switches from the Advanced to the Simple view

SafeNet Authentication Client 10.7 (GA) User Guide
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Icon (Cont.) Action (Cont.)

ﬁ“ﬁ Refresh — refreshes the data for all connected tokens

-
2 About — displays product version information, license information, enables license import and the
]j validation of SAC binary signatures

C’g) Help — opens the Help feature

@ Home — opens the company website

Opening the Simple View
When SafeNet Authentication Client Tools is opened, the Simple view is displayed.

To open SafeNet Authentication Client Tools:

Do one of the following:

* Right-click the SafeNet Authentication Client tray icon, and from the shortcut menu, select Tools.

* From the Windows taskbar, select Start > All Programs > SafeNet > SafeNet Authentication Client >
SafeNet Authentication Client Tools.

SafeNet Authentication Client 10.7 (GA) User Guide
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The SafeNet Authentication Client Tools window opens in the Simple view.

S) safeNet Authentication Client Tools )
gemalto
SafeNet Authentication Client 20128
N Femarogs =

Change Token Password

Unlock Token

Delete Token Content

o 1O

View Token Info

Disconnect SafeNet Virtual Token

<4 {11}

(® GEMALTO.COM

@ NOTE:

If a customized version of SafeNet Authentication Client is installed, the graphics you see
may be different from those displayed in this guide.

When at least one token is connected, an icon representing each connected token is displayed in the left
pane. The selected token is marked by a shaded rectangle.

SafeNet Authentication Client 10.7 (GA) User Guide 11
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3 — SafeNet Authentication Client User Interfaces

Token Icons

The icon displayed indicates the type of token that is connected.

Icon Token/Smart Card Type
Token Connected For a full list of supported tokens,
see SafeNet Authentication Client
Release Notes.
SafeNet Rescue Token
r’ﬁ\
L & 4

Smart Card reader — no card connected

Smart Card reader — card connected For a full list of supported tokens,
see SafeNet Authentication Client

N
V Release Notes.

Token with corrupted data Note: This icon is also displayed
when connecting a device which
needs to be activated using an

Unknown token

SafeNet Authentication Client 10.7 (GA) User Guide
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Simple View Functions

In the right pane, select an enabled button to perform the action described:

Function

Rename Token

Change Token Password

Unblock Token

Delete Token Content

View Token Info

Disconnect SafeNet Virtual Token

Description

Sets a new name for the token

Changes the token password

Unblocks the token and resets the token password

Removes deletable data from the token (enabled by default)

Provides detailed information about the token

Disconnects the SafeNet Virtual Token or SafeNet Rescue Token, with an
option to also delete it

SafeNet Authentication Client 10.7 (GA) User Guide
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Opening the Advanced View

The SafeNet Authentication Client Tools Advanced view provides additional token management functions.

To open the SafeNet Authentication Client Tools Advanced view:

1. Do one of the following:

* Right-click the SafeNet Authentication Client tray icon, and from the shortcut menu, select Tools.

* On Windows: From the Windows taskbar, select Start > All Programs > SafeNet > SafeNet
Authentication Client > SafeNet Authentication Client Tools.

The SafeNet Authentication Client Tools window opens in the Simple view.
2. Click the Advanced View icon.
The SafeNet Authentication Client Tools window opens in the Advanced view.

r':‘ SafeNet Authentication Client Tools =1 é
gemalto’
SafeNet Authentication Client 20128
| SafeNet Authentication Client Tools 2 BEEN | B E A ‘ BH2O
-a§ Tokens

4. @ Card #587557A520854BD2

[5) User certficates Token name Card #587557A520854BD2 -
£# Setings Token category Hardware
i~4» Gemalto Virtual Smartcard Reader Reader name Broadcom Corp Contacted SmartCard 0
4. % SafeNeteToken 5300 Serial number (PKCS#11) 587557A520854BD2
5] User certificates Free space (minimum estimated) 31940
. 4§ Settings Hardware version 00 L
~i¢ Client Settings Firmware version NJA =
Card ID (GUID) Ox2148DA915701135124CBD8064611FFFF
Product name IDPrime NET v2+
Model INJA
Card type ID Prime NET
Applet Version IDPrime .Net 6.0.0.0 e
Mask version MNfA
Color INJA
Suppored key size 2048 bits
Token Password Present
Token Password refries remaining 5
e Maximum Token Password refries 5
|‘_ | mn ﬂ Tl e e Rln avmirafinn N

© GEMALTO.COM

The left pane provides a tree view of the different objects to be managed. The tree expands to show objects
of the connected tokens.
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3 — SafeNet Authentication Client User Interfaces

Advanced View Functions

You can access the advanced functions by selecting the required object from the left pane in the Tools Advanced
View window.

To access the Advanced functions:
1. In the SafeNet Authentication Client Tools Advanced view window, expand the tree in the left pane to display
the required object.
The relevant functions are displayed in the right pane.
2. Do one of the following:
* In the left pane, right-click the object, and select the required function from the shortcut menu.

* In the left pane, select the object.
In the right pane, click the appropriate icon, or select the required tab.

SafeNet Authentication Client 10.7 (GA) User Guide
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3 — SafeNet Authentication Client User Interfaces

Tokens Node

When you select the Tokens node in the left pane, the list of connected tokens is displayed in the right pane, and
icons are displayed above them.

r,é SafeNet Authentication Client Tools El_uj
gemalto’
SafeNet Authentication Client 26128

4 fég SafeMNet Authentication Client Toals (4]
4|43 Tokens
: ® Joe Henderson (IDPrime 940 = -
. {3l Data Objects % Joe Henderson (IDPrime 940)

- 4§ Settings <~ Gemalto Virtual Smaricard Reader 000 0

: 4.+ Gemalto Virtual Smartcard Re
i..46% Client Setlings

4 1 2

& GEMALTO.COM

(8

The following functions are available:

Function Icon Right-Click Menu Item

Reader Settings E

See Chapter 5: “Reader Settings” on page 51. Reader Settings

Connect SafeNet Virtual Token
See Chapter 8: Connecting a SafeNet Virtual Token, o Connect SafeNet Virtual Token
on page 78.

SafeNet Authentication Client 10.7 (GA) User Guide 16
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Selected Token Node

The token names are displayed in the left pane. When you select a token name, the following occurs:

* Information about the token is displayed in the right pane, and function icons are displayed above it
* The name of the token reader is displayed in the tool-tip
Right-click a token name to open a drop-down menu of the functions available for that token.

The following user functions are available:

User Function Icon Right-Click
Menu Item

Initialize Token

See Chapter 6: Token Initialization, on page 52. Initialize Token

&

Log On to Token
See Chapter 5: Logging On to the Token as a User, on page 31.

™

Log On to Token

Import Certificate

See Chapter 5: Importing a Certificate to a Token, on page 39. ﬁ Import Certificate
Change Password %

See Chapter 5: Changing the Token Password, on page 33. lE Change Password
Rename Token

See Chapter 5: Renaming a Token, on page 32. \ Rename Token
Disconnect SafeNet Virtual Token

(Enabled for SafeNet Virtual Token or SafeNet Rescue Token only) 3 Disconnect

See Chapter 8: Disconnecting or Deleting a SafeNet Virtual Token, on page ’

79.

Copy to Clipboard -

See Chapter 5: Viewing and Copying Token Information, on page 30. (None)

Change Digital Signature PIN @ Change Digital
See Chapter 7: Change Digital Signature PIN (page 74) 1 Signature PIN
Change Digital Signature PUK A Change Digital
See Chapter 7: Change Digital Signature PUK (page 75) : Signature PUK
Set Digital Signature PIN ke Set Digital

See Chapter 7: Set Digital Signature PIN (page 76) e Signature PIN

NOTE:
@ Depending on the token type, additional options may be displayed in the dropdown menu.

Some administrator functions are available only if an Administrator Password has been set for the token. The
administrator icons are located on the right side of the window, enclosed within a border:

& (3 ol

See Chapter 5: Logging On to the Token as an Administrator, on page 47.
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g NOTE:

Administrator functions are not supported by iKey devices. The option is available on iKey
devices that were initialized using BSec with the keys. After an iKey device is locked the
option becomes available.

Certificate Type Node

If the selected token contains certificates, one or two of the following Certificate Type nodes are displayed in the
left pane under the token’s node:

* User Certificates

*  Administrator (ECC)

» Certificate Authority Certificates (CA)

*  Common Criteria Certificates (CC)

When you select a Certificate Type node, a list of the appropriate certificates on the token is displayed in the right
pane.

[ (S) SafeNet Authentication Client Tools M‘
gemalto
SafeNet Authentication Client @0 12?2e
i () SafeNet Authertication Client Tools SN
14: Tokens
1 “ 'f.;&feshg:;nken 520 Issued To Issued By Expiration D... Purposes
4 - Sarah Adams (e Token 7300) [E58] Administrator ecc-2012R2..  24-Nov-2016  Secure Email, Client Authentication, Smartc
: 7%& Settings

4 - James Bay (IDPrime)
> F‘J User certificates

E---{& Settings

4% Cliert Seftings

L [ T ] ﬂ 4 11 [3

ll 3 GEMALTO.COM
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Depending on the certificate type, the following functions may be available:

User Function Icon Right-Click Menu Item

Import Certificate
See Chapter 5: Importing a Certificate to a Token, on _||_‘_,'_| Import Certificate
page 39.

Reset Default Certificate Selection
See Chapter 5: Clearing a Default Certificate, on page L'_ﬁ_| Reset Default Certificate Selection.
46.

A node for each certificate is displayed in the left pane under the Certificate Type node.

Common Criteria Certificates
Common Criteria (CC) Certificates are supported by eTokens and Gemalto IDPrime MD cards.

Common Criteria certified devices require a common criteria certificate to be imported onto the token/card. This
provides an extra authentication layer for digital signing purposes.

NOTE:
@ Standard Common Criteria devices support only ECC 256. For more information please
refer to the IDPrime documentation.

See Chapter 5: “Importing Common Criteria Certificates” on page 41.

For a full list of devices supporting CC Certificates, see the SafeNet Authentication Client Release Notes.

ECC Certificates
ECC Certificates are supported by eTokens and Gemalto IDPrime MD cards.

For a list of devices supporting ECC Certificates, see the SafeNet Authentication Client Release Notes.

Selected Certificate Node

When you select a certificate under the User certificates, CA cettificates, or CC certificates node, information
about the certificate is displayed in the right pane.

SafeNet Authentication Client 10.7 (GA) User Guide
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';é:' SafeMet Authentication Client Tools @_@
gemalto’
SafeNet Authentication Client 2012 e
(S SafeNet Authentication Cliert Tools [ NES =
a-4% Tokens
{4 @ SafeNet eToken 520 Cotiioate:

ﬁSa’mngs Serial number 46 00 00 00 FD 03 16 38 E6 9B E2 C3 DS 00 00 00 00 00 FD -
W Sarah Adams (eToken 7300)

A # Settings Issued to Administrator
i P |
@ James Bay (DPrime) Iss&led by ecc-2012R2CA =
= . Valid from 25-Nov-2015
Fl @ User certficates
i -] Administrator Valid to 24-Nov-2016
i # Settings Intended purposes Secure Email. Client Authertication, Smartcard Logon
%% Client Settings Frigndhy name <Mone> A
| [ 3
Private key.
Cryptographic Provider SafeMet Smart Card Key Storage Provider
Container name le-CopyofCopy2of Smartcard UserECCE-33263
Point E3 B3 17B5B1 14 EA BA 52 C4 C6 5C 4C 87 30 6F BE57 D3 45 19,
Curve 1.2.840.100453.17
Key size 256 bits
Key specification ECDH
il Token authentication on Mo

R

(3 GEMALTO0.COM

Some or all of the following functions are available:

User Function Icon Right-Click Menu Item
Delete Certificate = o

See "Deleting a Certificate" on page 47. g"l Delete Certificate

Export Certificate = -

See "Exporting a Certificate from a Token" on page 43. = Export Certificate

Set as Default

See "Setting a Certificate as Default or Auxiliary" on page 45. (None) Set as Default.

Set as Auxiliary
See "Setting a Certificate as Default or Auxiliary" on page 45.

Copy to Clipboard
See "Viewing and Copying Token Information" on page 30. @ (None)

Set as Auxiliary.

Set as KSP / Set as CSP

See "Setting a Certificate as KSP or CSP" on page 45. (None) Setas KSP/Setas CSP.
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Settings Node

Each connected device has a Settings node. Select it to see the settings in the right pane.
The following tabs exist for eToken devices:

« Password Quality

See Chapter 11: Setting eToken Password Quality (Password Quality Tab), on page 92.
+ Advanced

See Chapter 11: Setting Private Data Caching Mode (Advanced Tab), on page 94

() SafeNet Authentication Client Tools Lot
gemalto’
SafeNet Authentication Client 20128

U -
{(S) SafeNet Authentication Client Tools Password Quality | Advanced

4-4% Tokens
| 4@ SafeNet eToken 520

Pon -‘;& Settings
a & ‘S;ah Adams (eToken 7300) [¥] Copy CA ceriificates to the local store.
(l i b4 Settings
2 @ James Bay (DPrme) [F] Enable single logon.
4[] User certficates [#] Mlow passward quality configuration on token after intialization.
i i [ Administrator
8 setings [#] Mlow only an administrator to corfigure password quality on token

s
{08 Client Seftings Show application tray icon: Aways -

Automatic logoff after token inactivity (in minutes): 1

Enable Logging Save Discard

© GEMALTO.COM

@ NOTE:

The Advanced tab is not used for iKey devices.

The following tabs exist for IDPrime and eToken CC devices:

*  PIN Quality
See Chapter 11: Setting IDPrime PIN Quality (PIN Quality Tab), on page 96
+ Advanced
See Chapter 11: Setting IDPrime PIN Properties (Advanced Tab), on page 98
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Client Settings Node

Even when no tokens are connected, the left pane includes a Client Settings node. Select it to view your
computer’s SafeNet Authentication Client Settings in the right pane.

The changes you make to the Client Settings window will affect eToken devices (excluding eToken CC) that will
be initialized using this computer after the changes have been saved.

Like the Settings window, the Client Settings window contains two tabs:

* Password Quality
+ Advanced
See Chapter 10: Client Settings, on page 87.

Data Objects Node

Tokens used with Entrust applications have a Data Objects node which contains PKCS#11 data objects.

1 (S) SafeNet Authentication Client Tools = =)
gemalto
SafeNet Authentication Client 20128
5) SafeNet Athentication Cliert Tools
| 4(: Tokens
.8 Gomalo IS8 SmarCard Asa%er 0 Data Object Name | Data Object Type  Dita Object Size
4 {3 Data Objects (3 CKO_DATA B0 bytes

H L4 Settings
+.-46% Client Settings

@ GEMALTO0.COM

To view the contents of a data object:

1. In the left pane, under the token’s node, expand the Data Objects node.
Details of all the data objects (Name, Type, and Size) are displayed in the right pane.
2. Select a data object.
The contents of the data object (Value Name and Value Type) are displayed in the right pane.
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(E) SafeNet Authentication Client Tools [E=S I
gemalto’
SafeNet Authentication Client 20192 @
Hl 5) SafeNet Authentication Cliert Tools ZE B
Pl ‘: Tokens
{ <> Gemalto USB SmartCard Reader 0 )
o T EToken\Vitual ikt ks
: 4 {3F Data Objects CKA_CLASS CKD_DATA
CKA_TOKEN TRUE
: 4# Settings CKA_PRIVATE FALSE
484 Client Settings CKA_LABEL

CKA_APPLICATION
CKA_VALUE (Size) ~ Obytes
i CKA_VALUE (hex)
CKA_VALUE (UTF-8)

3 GEMALTO.COM

To delete a data object:

1. Select the value to be deleted.

2. Click the Delete Data Object icon e .

Orphan Objects Node

An orphan object is a certificate without its key or a key without its certificate. A token's Orphan Objects node
displays these objects.

To view a token’s orphan objects:

1. In the left pane, under the token’s node, expand the Orphan Objects node.
2. Select an orphan object.
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The certificate data or the key data of the orphan object is displayed in the right pane.

(S SafeMet Authentication Client Tools - bl
gemalto’
SafeNet Authentication Client 20128
SafeNet Authertication Client Tools FE
-u% Tokens
V - |DPrime 4.3

: IF] User certfficates
v ﬁ Orphan Objects
L pl1#FcH4TIce57209dc
i 3& Settings
!> Gemalto Vitual Smartcard Reader 00
-38% Client Settings

Private key:
Cryptographic Provider SafeNet Smart Card Key Storage Provider
Container name p11H#cH477ceb7209dc

Modulus ED97C9BICD DS EBED 41 AE47 1C 49 2A 4F 8D 86 EF E2E6 .
Key size 2048 bits
Key specffication AT_KEYEXCHANGE

Token authentication on...  No

& GEMALTO.COM

To delete an orphan object:
1. Right-click the Orphan Object on the left, and select Delete.

2. Click the Delete Orphan Object icon = .

Using the Virtual Keyboard

A virtual keyboard provides protection against kernel-level key loggers. It provides an additional layer of security
by enabling you to enter passwords without using the physical keyboard.

SafeNet Virtual Keyboand spee-———————— (=)

L) 2) (] (2] (5] (8] (2] [e] (o] (0] [ (=) (0] [padepace)
la] (] o) (] (e () (] (] (o] () (] (0]
[capstock] (2] [] [a] [£] (o] [n] [a] (] () (2] 2]
(2] (] (e [¥) () (] (] (] ] (]

e

If your installation has been configured for virtual keyboard use, use it for the following functions:

+ Token Logon
+ Change Password

@ NOTES:
* The virtual keyboard is supported on Windows Operating Systems only.
» The virtual keyboard supports English characters only.
» To type an upper-case character, press Shift on your physical keyboard.
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Validating Binary Signatures

This feature verifies the integrity of SafeNet Authentication Client binary files. SAC binary (dIl and exe files)
signatures can be validated using the About window in SAC Tools.

The binary verification process is performed via the standard Windows functionality (WinVerify Trust).

WinVerify Trust checks the following:

The certificate used to sign the file chains up to a root certificate located in the trusted root certificate
store. This implies that the identity of the publisher has been verified by a certification authority.

The end entity certificate has sufficient permission to sign code.

Verified Binaries:
The verified binaries are located under c:\windows\System32 and c:\windows\SysWoW64

The following binaries are verified:

etCAPLdII
etCorelnst.dll
eTOKCSPJII
eToken.dll
eTPKCS11.dll
etsapi.dll
SNSCKSPJII
dkck201.dll
eTokenMD.dlI
axaltocm.dll

NOTE:
@ The binary files above will be present in the System32 and SysWoW64 depending
on the customized installation parameters defined.

The DLL and EXE binaries are also verified under the following installation folders:

SafeNet Minidriver Proxy and minidriver folders:

C:\Program Files (x86)\Gemalto\IDGo 800 PKCS#11\
C:\Program Files (x86)\Gemalto\IDGo 800 Minidriver\

SAC installation folder (default)

C:\Program Files\SafeNet\Authentication\SAC\
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To validate SAC binary signatures:

1. Do one of the following:
» Right-click the SafeNet Authentication Client tray icon, and from the shortcut menu, select About.

* Open SafeNet Authentication Client Tools.
See "Opening the Advanced View" on page 14.
On the toolbar, click the About icon:

i

The About window opens.

S) About @
SafeNet Authentication Client gemalto
SafeNet Autnentication Client 10.X (0600309

©SafeNet, Inc. All rights reserved.
https-//safenet gemalto com,
License Information

This is an unlicensed copy for evaluation use only.

import New License

2. Click Validate Binary Signatures.
The validation runs in the background and the results are displayed in the Validation Summary window.

3. Click OK to close the window.
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Using PIN Pad Readers with SAC

This chapter describes the capabilities and limitations of using PIN pad readers with IDPrime cards. A PIN pad
reader can be any device that has a keyboard for secure PIN entry, this could be, for example, a keyboard with an
embedded smart card reader. PIN pad readers are usually associated with smart cards that have the PIN type set
up as External PIN.

For a complete list of smart cards supported with PIN Pad readers see SafeNet Authentication Client Release
Notes.

PIN Pad Readers with IDPrime Cards

The following PINs can be configured as external PINs. They are supported by PKCS#11 and SafeNet Minidriver.

* |DPrime MD 3840/840 and SafeNet IDPrime 3940/940 Cards - Roles 1 (User), Role 3 (Digital Signature
PIN) and Role 4 (Digitial Signature PUK)

* |DPrime MD 830 and 3810 - Role 1 (User) only

@ NOTE:

The PIN entry will be requested for each signature performed with Role 3, as Role 3
protects Certificates with Non-repudiation Key usage.

PIN Pad Management Scenarios

The table below describes the different scenarios for PINs and PIN pad readers:

Scenario Initial PIN Type Connected Reader PIN Operating Mode
1 Regular Normal Regular
2 Regular PIN Pad External
3 External Normal Regular
4 External PIN Pad External
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Regular - PIN is entered using the computer keyboard

External - PIN is entered using an external PIN pad reader

Setting the NoRegularFallback flag changes the third scenario as follows:
External PIN & Normal Reader - Login refused

Setting the NoAutoPINpad flag changes the second scenario as follows:
Regular PIN & PIN Pad Reader - Regular PIN

PIN Pad Functions

When performing the functions below using a PIN pad reader, the Use PIN pad to... notification window appears
requiring the PIN to be entered using the PIN pad reader.

* Logging on to the token (See Chapter 5: Logging On to the Token as a User (page 31))

(S) Use PIN pad to Logon s e Pa— e}

SafeNet Authentication Client gemalto’

Please inser the User PIN via the PIN Padreader.

To cancel the operation, press the 'C” button on the PIN Pad reader for a few seconds.
e

* Change PIN (See Chapter 5: Changing the Token Password (page 33))

E Use PIN pad to change PIN T — E‘

SafeNet Authentication Client gemalto’

Please change the User PIN via the PIN Pad reader.
L]

To cancel the operation, press the 'C’ button on the PIN Pad reader for a few seconds.

a

* Unlock Token by the Challenge Response Method (See Chapter 5: Activating a Token (page 35))

)

SafeNet Authentication Client gemalto

_
(S) Use PIN pad to initialize PIN __ -

Flease set the Lser PIN via the FIM Pad reader.

To cancel the operation, press the "C’ button on the PIN Pad reader for a few seconds.

— —_—— — ]
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Setting a Token Password by an Administrator (See Chapter 5: Setting a Token Password by an
Administrator (page 49))

—

SafeNet Authentication Client gemalto

- —
(S) Use PIN pad to initialize PIN

L B

Please set the Lser PIN via the PIN Pad reader.

To cancel the operation, press the T’ button on the PIN Pad reader for a few seconds.

—_— = — o e ———— o

When performing a See What You Sign (SWYS) operation, information is displayed on a SWYS reader
and must be signed using the SWYS PIN Pad reader.

F'gi;' Use PIN Pad to Logon h
SafeNet Authentication Client gemalto

Flease insert the User PIM via the PIN Pad reader.

To cancel the operation, press the 'C" button on the PIN Pad reader for a few seconds.

e

r-;é;- Use PIN Pad to Sign .S |
SafeMNet Authentication Client gemalto

Flease read the irformation and sign via the PIM Pad reader as corfimmation.

To cancel the operation, press the 'C button on the PIM Pad reader for a few seconds.

PIN Pad Functional Limitations

The following functional limitations exist with the PIN pad:

Secure Messaging (SM) PINs are not supported (FIPS level 3)

EZIO Shield PRO reader does not support Secure Messaging (SM) protected operations such as import
key pair, generate key pair and change administrator key.

Some PIN pad readers (i.e. EZIO Bluetooth and EZIO BLE) have their own built-in password policies.

When changing the password via these readers, the new password must comply with both the reader’s
password quality and card password quality policies.
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Token Management

SafeNet Authentication Client Tools and the SafeNet Authentication Client tray menu enable you to control the
use of your tokens.

When running a management task, ensure that the appropriate token remains connected until the process
completes!

NOTE:
@ If a customized version of SafeNet Authentication Client is installed, the graphics you see
may be different from those displayed in this guide.

Selecting the Active Token

If more than one token is connected, select which token to work with.

To set a token as the active token from the SafeNet Authentication Tools window:

1.  Open SafeNet Authentication Client Tools.
See Chapter 3: Opening the Simple View, on page 10 or Opening the Advanced View on page 14.

2. In the left pane, select the required token.

To set a token as the active token from the tray icon:
1. Right-click the SafeNet Authentication Client tray icon.
The SafeNet Authentication Client tray menu opens.

2. Select the required token from the tray menu by hovering over the relevant token name. A sub-menu
appears displaying a list of tasks that can be performed on the active token.

3. Select the relevant option from the sub-menu.

Viewing and Copying Token Information

To view and copy token information:

1. To use the Simple view to view token information, do the following:

a. Open SafeNet Authentication Client Tools Simple view.
See "Opening the Simple View" on page 10.

b. In the left pane, select the required token.
c. Inthe right pane, select View Token Info.
d. Continue with step 3.
2. To use the Advanced view to view token information, do the following:

a. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.

b. Inthe left pane, select the node of the required token.
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c. Continue with step 3.
3. The Token Information is displayed.
The information displayed varies according to the type of token.

NOTE:
@ The Unblocking Codes retries remaining field for iKey devices is displayed only when the
token is locked.

4. To copy the token information to the clipboard, do one of the following:
* In the Token Information window, click Copy.

* In Advanced view, click the Copy to Clipboard icon: @
5. To paste the copied token information, click the cursor in the target application, and paste the information.
6. Click OK.

Logging On to the Token as a User

You must log on to the token before you can use or change its token content.

To log on as a user:

1. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.

NOTE:
@ If the Log Off from Token icon or the Log Off option is displayed, you are already logged
on to the token.

2. Do one of the following:
* In the left pane, select the node of the required token.

In the right pane, click the Log On to Token icon: IE
* In the left pane, right-click the node of the required token, and select Log On from the shortcut menu.
3. The Token Logon window opens.

(S) Token Logon ﬁ

SafeNet Authentication Client gemalto

Enter the Token Password

Token Name: 5100 Token

Token Password:

Current Language: EM

OK Cancel

A

4. Enter the token password, and click OK.
You are logged on to the token.
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Renaming a Token

The token name does not affect the token contents. It is used solely to identify the token.

@ TIP:

If you have more than one token, we recommend assigning each one a unique token name.

To rename a token:

1. To use the Simple view to rename a token, do the following:

a. Open SafeNet Authentication Client Tools Simple view.
See "Opening the Simple View" on page 10.

b. Inthe left pane, select the required token.
c. Inthe right pane, select Rename Token.
d. Continue with 3 below.
2. To use the Advanced view to rename a token, do the following:

a. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.

b. Do one of the following:
» In the left pane, select the node of the required token.

In the right pane, click the Rename Token icon: N\

* In the left pane, right-click the node of the required token, and select Rename Token from the
shortcut menu.

c. Continue with step 3 below.
The Token Logon window opens.
3. Enter the token password, and click OK.
The Token Rename window opens.
4. Enter the new name in the New foken name field, and click OK.
The new token name is displayed in the SafeNet Authentication Client Tools window.
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Changing the Token Password

TIP
g The term Token Password may be replaced by another term (for example, Token PIN),
depending on your SafeNet Authentication Client configuration.

SafeNet eTokens are supplied with an initial default token password. In most organizations, the initial token
password is 1234567890.

Gemalto IDPrime cards are supplied with an initial default token password: 0000.

To ensure strong, two-factor security, it is important for the user to change the initial token password to a private
password as soon as the new token is received.

When a token password has been changed, the new password is used for all token applications involving the
token. It is the user’s responsibility to remember the token password. Without it, the token cannot be used. The
administrator can set a token’s Password Quality settings to certain password complexity and usage
requirements.

NOTE:

@ The token password is an important security measure in safeguarding your company’s
private information. The best passwords are at least eight characters long, and include
upper- and lower-case letters, special characters such as punctuation marks, and
numbers appearing in a random order. We recommend against using passwords that can
be easily discovered, such as names or birth dates of family members.

To change a Token’s Password:

1. To use the Simple view to change the token password, do the following:

a. Open SafeNet Authentication Client Tools Simple view.
See "Opening the Simple View" on page 10.
b. In the left pane, select the required token.
c. Inthe right pane, select Change Token Password.
d. Continue with step 4.
2. To use the Advanced view to change the token password, do the following:

a. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.

b. Do one of the following:
* In the left pane, select the node of the required token.

(34

In the right pane, click the Change Token Password icon: —

* In the left pane, right-click the node of the required token, and select Change Token Password
from the shortcut menu.

c. Continue with step 4.
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a. Right-click the SafeNet Authentication Client tray icon.

b. If more than one token is connected, hover over the appropriate token.

c. Select Change Token Password.
d. Continue with step 4.
4. The Change Password window opens.

To use the tray menu to change the token password, do the following:

';g'n;' Change Password: James Bay (IDPrime) @
SafeNet Authentication Client WTBI[OS

Curment Token Password:

MNew Token Password:

Confim Password:

The new password must comply with the quality settings defined on the token.

A zecure password has at least 8 characters, and contains upper-case letters, lower-case letters,
numerals, and special characters (such as |, §, &, %),

Current Language: EM

Enter a new password.

5. Enter the current token password in the Current Token Password field.
@ NOTE:

If an incorrect password is entered more than a pre-defined number of times, the token
becomes locked.

6. Enter a new token password in the New Token Password and Confirm Password fields.

7. Click OK.

A message confirms that the token password was changed successfully.
8. Click OK.
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Activating a Token

Common Criteria devices that are protected by an activation PIN must be activated before first use. Entering an

Activation PIN is required only once.

@ NOTE:

The term Token is used throughout the document and is applicable to both Smart

Cards and Tokens.

The token activation function can also be accessed quickly by right-clicking the tray menu.

Connecting an unactivated Common Criteria device displays the Token with corrupted data icon in SAC Tools this

does not mean that the device is in fact corrupted, it simply needs to be activated.

GEMALTO USE Smart Card
Reader

To Activate a Token:

1. Connect the token.
The Token Activation window opens.

-

Token Activation

==

! Your Token is protected by an Activation PIN.

"\, Enter the Activation PIN before using the token for the first time.

‘ oK H Cancel l

.

Click OK to continue with the activation process or Cancel to close the window without activating the token.

3. Enter the Activation PIN (Role#1) and click OK.

é Token Activation Iﬁ
SafeNet Authentication Client gemalto
Enter the Token Activation PIN
Reader name: GEMALTO USB Smart Card Reader
Activation PIN:

Current Language: EMN
Retries remaining before the token is locked: 3 oK

If an incorrect activation PIN is entered more than 5 times, the token becomes locked, leaving the token in an
unusable state. The Token Activation retries remaining field is displayed at the bottom of the Token Activation

window.
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4. After activating your token, open SAC Tools to view token information. Your device is ready to be used.

NOTE:
@ « Token functions are enabled only after the correct activation PIN has been entered.

Unlocking a Token by the Challenge-Response Method

If an incorrect token password is entered more than a pre-defined number of times, the token becomes locked.
Tokens can be unlocked if, and only if, an Administrator Password was set during initialization.

NOTE:
@ The unlock feature is supported by eToken and IDPrime devices.

For Common Criteria devices the new user password is used for both the token password
and Digital Signature PIN when unblocking a device.

SafeNet Rescue Token devices cannot be unlocked.

@ CAUTION:
The administrator can limit the number of times that a token can be unlocked. If this number
is exceeded, the token becomes unusable.

This feature is available only for legacy iKey profiles. It is not managed by SAM and is
based on SO PIN derivation.

It is not supported by eToken or IDPrime devices.

When the administrator has access to the user’s token, the administrator can unlock the token using the Set
Token Password feature.
See Chapter 5: Setting a Token Password by an Administrator, on page 49.

Another way to unlock the token and set a new token password is to use the Challenge — Response
authentication method. The user sends the administrator the Challenge Code supplied by SafeNet Authentication
Client Tools, and then enters the Response Code provided by the administrator. The token becomes unlocked,
and the new token password set by the user replaces the previous password.

This method requires a management system, such as SafeNet Authentication Manager, that can generate
Response Codes.

NOTE:
@ In SafeNet Authentication Client version 8.2 (standard mode) and later, the Challenge-
Response unlock method supports both SafeNet eTokens and SafeNet iKey devices.

NOTE:
@ Unlocking the User PIN via the Challenge-Response method is not supported on Common
Criteria cards when the User PIN is protected by the PUK.
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To unlock a token using the Challenge-Response method:

1.

5.

To use the Simple view to unlock a token, do the following:

a. Open SafeNet Authentication Client Tools Simple view.
See "Opening the Simple View" on page 10.

b. In the left pane, select the required token.

c. Inthe right pane, select Unlock Token.

d. Continue with step 4.

To use the Advanced view to unlock a token, do the following:

a. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.

b. Do one of the following:

» Inthe left pane, select the node of the required token.
In the right pane, click the Unlock icon.

* In the left pane, right-click the node of the required token, and select Unlock from the shortcut

menu.

c. Continue with step 4.

To use the tray menu to change the token password, do the following:
a. Right-click the SafeNet Authentication Client tray icon.

b. If more than one token is connected, hover over the appropriate token.

c. Select Unlock Token.
d. Continue with step 4.

The Unlock Token window opens, displaying a value in the Challenge Code field.

The Challenge Code is 16 characters or, if the token was initialized as Common Criteria, 13 characters.

Response Code: |
[T] Token Password must be chanaged on first logon
New Password:

Canfirn Password:

The new password must comply with the quality settings defined on the token.

A secure password has at least 8 characters, and contains uppercase |etters, lower-case |etters,
numerals, and special characters (such as |, §. & %)

Current Language: EM

Enter the Response Code provided by your administrator.

oK Cancel

(S) Unlock Token: My Token @
SafeNet Authentication Client gemalto
Challenge Code: 52 54 23 15 CE 9A 4F 58

Contact your administrator, and provide the administrator with the Challenge Code value displayed.
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NOTE:
@ To copy the Challenge Code to the clipboard, click the Copy to Clipboard icon.

@ CAUTION

» After providing the Challenge Code to the administrator, do not undertake any activities that
use the token until you receive the Response Code and complete the unlocking procedure.
If any other token activity occurs during this process, it will affect the context of the Challenge —
Response process and invalidate the procedure.

* For Gemalto IDPrime devices only - During the unlock operation any applications that
attempt to connect to the device will be suspended until the unlock operation is completed or
canceled.

6. The administrator provides you with the Response Code to be entered.
The Response Code is 16 characters or, if the token was initialized as Common Criteria, 39 characters.

NOTE:

@ Response Code creation depends on the back-end application being used by the
organization. Administrators should refer to the relevant documentation for information on
how to generate the Response Code.

7. Enter a new token password in the New Token Password and Confirm Password fields.

If the new password is known to others and must be changed, select Token Password must be changed
on first logon.

9. Click OK.
A message confirms that the token was unlocked successfully.
10. Click OK.

Deleting Token Content

Objects on your token can include data objects (profiles), keys, and CA or user certificates. Your system
configuration determines which objects are deletable.

The Delete Token Content function deletes all deletable objects on your token. Non-deletable objects are not
removed from the token. The function does not change settings on the token, such as password quality
requirements.

The Delete Token Content function is less comprehensive than the Initialize function which restores a token to its
initial state, removing all objects stored on the token since manufacture and resetting the token password.
See Chapter 6: Token Initialization, on page 52.

To delete the token content:

1. To use the Simple view, do the following:

a. Open SafeNet Authentication Client Tools Simple view.
See "Opening the Simple View" on page 10.

In the left pane, select the required token.
In the right pane, select Delete Token Content.
d. Continue with step 3.
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2. Depending on the configuration of your system, you can use the tray menu:
a. Right-click the SafeNet Authentication Client tray icon.
b. If more than one token is connected, hover over the appropriate token.
c. Select Delete Token Content.
d. Continue with step 3.
3. The Token Logon window opens.
Enter the token password, and click OK.
The Delete Token Content window opens, prompting you to confirm the delete action.

5. To continue with the delete process, click OK.
The Delete Token Content window opens, confirming that the token content was deleted successfully.

6. Click OK to finish.

Importing a Certificate to a Token

The following certificate types are supported:

+ .pfx
o .pl12
 .cer

When importing PFX files, the private key and corresponding certificate are imported to the token. The user is
asked if the CA certificates should be imported to the token, and the password (if it exists) that protects the PFX
file must be entered.

When downloading a certificate to the computer and then importing the certificate to the token, ensure that the
certificate is removed from the local store. Then reconnect the token before using the certificate to sign and
encrypt mail. This ensures that the certificate and keys used are those stored on the token and not on the
computer.

NOTE:
@ It is not possible to import a certificate to a SafeNet Rescue Token.

To import a certificate:
1. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.
2. Do one of the following:
» In the left pane, select the node of the required token.

In the right pane, click the Import Certificate icon: L__""l

* In the left pane, right-click the node of the required token, and select Import Certificate from the
shortcut menu.

3. The Token Logon window opens.
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4. Enter the token password, and click OK.
The Import Certificate window opens.

'\é) Import Certificate: James Bay (IDPrime) ﬁ

SafeNet Authentication Client WTB"D

@ Import a cerfficate from my personal certfficate store

() Import a certificate from a file

5. Select one of the following:
» Import a certificate from my personal certificate store
* Import a certificate from a file

NOTE:
@ Importing a certificate from my personal certificate store is applicable only to Windows
operating systems.

6. If you select Import a certificate from my personal certificate store, a list of available certificates is
displayed.

Only certificates that can be imported on to the token are listed. These are:
» Certificates with a private key already on the token
+ Certificates that can be imported from the computer together with their private key
7. If you select Import a certificate from a file, the Certificate Selection window opens.
Select the certificate to import, and click Open.
8. If the certificate requires a password, the Password window opens.
Enter the certificate password, and click OK.

9. If the certificate is a Common Criteria certificate, the Import PIN window opens.
Enter the token’s Import PIN defined during token initialization, and click OK.

The default value is 1234567890.

10. All requested certificates are imported, and a message confirms that the import was successful.
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Importing Common Criteria Certificates

When importing PFX files, the private key and corresponding certificate are imported to the token. The user is
asked if the CA certificates should be imported to the token, and the password (if it exists) that protects the PFX
file must be entered.

To import a common criteria certificate:

Open SafeNet Authentication Client Tools Advanced view.
2. Do one of the following:
a. Inthe left pane, select the node of the required token.

In the right pane, click the Import Certificate -"-__""l

b. In the left pane, right-click the node of the required token, and select Import Certificate from the
shortcut menu.

3. The Token Logon window opens.
4. Enter the token password, and click OK.
The Import Certificate window opens.

'\é,' Import Certificate: James Bay (IDPrime) ﬁ

SafeNet Authentication Client WTB"ZO

@ Import a certficate from my personal certificate store

() Import a certificate from a file

0K || Cancel

[ = =

5. Select one of the following:
a. Import a certificate from my personal certificate store
b. Import a certificate from a file
6. If you select Import a certificate from my personal certificate store, a list of available certificates is displayed.
Only certificates that can be imported on to the token are listed. These are:
» Certificates with a private key already on the token

+ Certificates that can be imported from the computer together with their private key
7. If you select Import a certificate from a file, the Certificate Selection window opens.
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10.
1.
12.

Select the certificate to import, and click Open.

The Certificate Password window opens.

=

é PFX or P12 Password u
- - - [ W - -
SafeNet Authentication Client gemalto
: Enter the PFX or P12 password: b
Current Language: EN
[ oK J I Cancel ] !

[« P —— [ e—— a5

Enter the certificate password, and click OK.
The Digital Signature Logon window opens

The Digital Signature PIN is required as an additional authentication layer for digital signing purposes.

-

,é, Digital Signature Logon

4 N [ W R e

)

SafeNet Authentication Client

Enter the Digital Signature PIN:

Token Name: James Bay

gemalto’

Digital Signature PIN: bbb

Current Language: EMN

Cancel

-

Enter the Digital Signature PIN and click OK.

The certificate is imported, and a message confirms that the import was successful.
Common Criteria certificates are displayed as follows in the left pane:

! SafeMet Authentication Client Tools

-4y Tokens
[ -® Sarah Adams
[+ @ Card #587557A520854BD2
4@ James Bay
} &3] CC certificates
. 4§ Settings

L

40k Client Settings
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Exporting a Certificate from a Token

To export a certificate:
1. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.
In the left pane, expand the node of the required token.
3. Do one of the following:
» Select the required certificate, and click the Export Certificate icon:

1=

» Right-click the required certificate, and select Export Certificate from the shortcut menu.
The Save As window opens.

4. Select the location to store the certificate, enter a file name, and click OK.

NOTE:
@ The certificate file must be DER-encoded or Base64, and not PKCS #7.
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Viewing Supported Cryptographic Providers

When you select a token node in the SafeNet Authentication Client Tools Advanced view, the cryptographic
providers supported by the token (KSP or CSP) are displayed.

To see which Cryptographic Providers are supported on the token:

1. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.

2. Inthe left pane, select the node of the required token.
Token data, including the supported cryptographic providers, is displayed in the right pane.

(S) SafeNet Authentication Client Tools [
gemalto

SafeNet Authentication Client @0 128

SafeMet Authentication Client Tools PHAREN PEISHE RO
-5 Tokens
4 ,ﬁ Joe Henderson (IDPrime 540)
{3 Dala Objects Supported key size 4096 bits -
# Seflings Token Password Present
+» Gemalto Virual Smartcard Reader ( Token Password refries remaining 3
6k Client Settings Maximum Token Password refries 3
Token Password expiration No expiration
Administrator Password Present

Administrator Password refries remaining 5

Maximum administrator Password refries 5

FIPS N/A
Tokenunlock objects Administrator
Digital Signature PIN retries remaining 3

Digital Signature PIN maximum retries 3

Digital Signature PUK retries remaining 3

Digital Signature PUK maximum retries 3

Sign padding on-board Yes
ECC Supported
CSP Microsoft Base Smart Card Crypto Provider
. = | ; KSP Microsoft Smart Card Key Storage Provider m
 GEMALTO0.COM
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Setting a Certificate as KSP or CSP

When you select a certificate node in the SafeNet Authentication Client Tools Advanced view, the cryptographic
provider supported by the specific certificate is displayed under Private Key Data.

You can set a certificate type as Key Storage Provider (KSP) or Cryptographic Service Provider (CSP). This is
typically required when you have a token enrolled with a legacy CSP that you want to convert to KSP, to enable
support for the Suite B set of cryptographic algorithms such as SHA-2.

To set the certificate as KSP or CSP:

1. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.

2. Inthe left pane, expand the node of the required token.

3. Right-click the required certificate, and from the shortcut menu, select Set as CSP or Set as KSP.
The Token Logon window opens.

4. Enter the token password, and click OK. The supported cryptographic provider is set.

Setting a Certificate as Default or Auxiliary

If there are multiple certificates on the token, you can determine which one is set as Default and which is set as
Auxiliary.

Each option is enabled only if the action can be performed on that particular certificate or key.

The following table describes the use of these settings.

NOTE:
@ iKey does not support Auxiliary certificates. It treats an Auxiliary certificate as a Default

certificate.
Setting Description Scenario
Default Smart card logon uses the certificate defined as ~ Your token contains two certificates. One is to logon to
the Default. domain A and the other to logon to domain B. If your
In most Microsoft applications, smart card logon  previous logon was to domain A, it means that the
is used. certificate used to logon to domain A is now the Default.

If you need to log on to domain B from another

compulter, the following happens:

 If you first set the domain B certificate as
Default, the logon uses the correct certificate,
and the logon succeeds.

+ If you do not set the domain B certificate as
Default, the domain A certificate is used, and
logon fails.
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Setting Description (Cont.) Scenario (Cont.)

Auxiliary ~ Some applications use Client Authentication Your token contains a certificate intended for VPN
and not smart card logon. Client Authentication connection, but there is another certificate that also
provides access to fewer system resources includes Client Authentication as its Intended Purpose.
than smart card logon. The certificate for the VPN connection must be set as
SafeNet Authentication Client enables a Client Auxiliary, to ensure that it is used as the default for VPN
Authentication logon process for these logon.

applications, such as VPN.

If more than one certificate on the token
includes Client Authentication as an Intended
Purpose, define which certificate to use by
setting it as Auxiliary.

To set a certificate as Default or Auxiliary:
1. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.
2. Inthe left pane, expand the node of the required token, and right-click the required certificate.
3. From the shortcut menu, select Set as Default or Set as Auxiliary.
The Token Logon window opens.
4. Enter the token password, and click OK.
The certificate is set as Default or Auxiliary.

Clearing a Default Certificate

If you have set a certificate as Default, you can clear the setting and revert to using the previous Default
certificate.

To clear a Default certificate:

1. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.
In the left pane, expand the node of the required token.

3. Do one of the following:

* Inthe left pane, select User Certificates.
In the right pane, click the Reset Default Certificate Selection icon.

» In the left pane, right-click User Certificates, and select Reset Default Certificate Selection from the
shortcut menu.

4. The Reset Default Certificate Selection window opens, confirming that the Default certificate has been reset.
5. Click OK.
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Deleting a Certificate

To remove a certificate from a token, follow the procedures below:

To delete a certificate from a token:
1. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.
2. Inthe left pane, expand the node of the required token.
3. Do one of the following:
* Inthe left pane, select the required certificate, and click the Delete Certificate icon.

* In the left pane, right-click the required certificate, and select Delete Certificate from the shortcut
menu.

The Delete Certificate window opens.
5. To delete the certificate, click Yes. The Token Logon window opens.
Enter the token password, and click OK.
The Delete Certificate window opens, confirming that the certificate was deleted successfully.

7. Click OK.

NOTE:
@ If ‘Read Only’ mode is enabled, the certificate will not be deleted. For more information,
see the SafeNet Authentication Client Administrator Guide.

Logging On to the Token as an Administrator

If an Administrator Password was set on the token during token initialization, and the user forgets the token
password, use the Administrator Password to unlock the token by setting a new token password. We recommend
initializing all supported tokens with an Administrator Password.

@ NOTE:
* |DPrime devices have a built-in administrator role.
» iKey devices do not support administrator functions.

An administrator has limited permissions on a token. No changes to any user information can be made by the
administrator, nor can the user’s security be affected. The administrator can change only specific data stored on
the token only by using the following functions:

»  Changing the Administrator Password (not supported by iKey devices)

» Setting a Token Password by an Administrator

» Activating a Token (not supported by iKey devices)

« Setting eToken Password Quality (Password Quality Tab)

»  Setting IDPrime PIN Properties (Advanced Tab)

« Setting RSA Key Secondary Authentication
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To log on to a token as an administrator:

1. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.

2. Do one of the following:

» Inthe left pane, select the node of the required token.
In the right pane, click the Log On as Administrator icon.

* In the left pane, right-click the node of the required token, and select Log On as Administrator from
the shortcut menu.

3. The Administrator Logon window opens.
4. Enter the token’s Administrator Password, and click OK.
You are logged on as an administrator.

Changing the Administrator Password

If you are logged on to a token as an administrator, you can change the token’s Administrator Password.

To change the Administrator Password:

Open SafeNet Authentication Client Tools Advanced view.
2. Do one of the following:

* Inthe left pane, select the node of the required token.
In the right pane, click the Change Administrator Password icon.

» In the left pane, right-click the node of the required token, and select Change Administrator
Password from the shortcut menu.

The Change Administrator Password window opens.

3. Enter the current Administrator Password in the Current Administrator Password field.

NOTE:
@ If an incorrect Administrator Password is entered more than a pre-defined number of times,
the token becomes locked.

Enter the new password in the New Administrator Password and Confirm Password fields.
5. Click OK. A message confirms that the password was changed successfully.
Click OK.
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Setting a Token Password by an Administrator

If you are logged on to a token as an administrator, you can unlock the token by setting a new token password.

NOTE:
@ » The Unlock Token feature is for eToken devices only, whereas the Set Token Password
features is for eToken and IDPrime devices.
*  When setting the token password, updating the retry counter can be performed only on
IDPrime devices.

To unlock a token by setting a new Token Password:

1. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.

2. Do one of the following:

* Inthe left pane, select the node of the required token.
In the right pane, click the Set Token Password icon.

* In the left pane, right-click the node of the required token, and select Set Token Password from the
shortcut menu.

The Administrator Logon window opens.

3. Enter the Administrator Password, and click OK. The Set Token Password window opens.
Enter a new token password in the New Password and Confirm Password fields.

NOTE:
@ The new token password must meet Password Quality settings defined for the token.

5. Set the Logon retries before token is locked field to the required number.

6. Click OK.
A message confirms that the token password was changed successfully.
7. Click OK.

The token is unlocked, and the user can now log on with the new token password.

SafeNet Authentication Client 10.7 (GA) User Guide
Document Number: 007-013561-005, Rev C



5 — Token Management

Synchronizing Passwords

SafeNet Authentication Client supports synchronization between token/card passwords and domain logon
passwords.

Password synchronization can be configured via the 'Synchronize with Domain Password' registry key setting
(See the Token-Domain Password Settings section in the SafeNet Authentication Client Administrator Guide),
or via the SAC Customization Tool.

The synchronization process ensures that a single password is used for logging on to both the token/card and the
Windows domain. The process enforces the password complexity requirements that were set for the token as
well as in Active Directory. You must have access to the domain when changing the password.

To synchronize passwords:

1. Right-click the SafeNet Authentication Client tray icon.
The SafeNet Authentication Client tray menu opens.
2. Select Synchronize Password.
The Synchronize Passwords window opens.

3. Enter the current token password and the current domain password.
. Enter the new token password, and confirm it.
5. Click OK.
You now have a single password for logging on to your token and Windows domain.

Every time you change your token password using SafeNet Authentication Client, your domain logon
password is changed to the same value.

NOTE:

@ If a token/card is configured with the “Token Password must be changed on first logon’
parameter and SAC is configured with the ‘Synchronize with Domain Password’ property,
only the Synchronize Password window is displayed.
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Reader Settings

A token is connected to a reader when one of the following occurs:

+ Atoken is physically inserted into a USB port

* Asmart card is physically inserted into a reader
During the default installation of SafeNet Authentication Client, the following numbers of virtual readers are
installed on the computer:

+ 2 SafeNet eToken readers

+ 2 iKey readers
The number of readers defined on the computer determines the maximum number of these types of tokens that
can be recognized upon connection.

The number of virtual SafeNet eToken readers and SafeNet Virtual Token slots for a computer can be changed by
a user with local administrator rights on that computer.

NOTE:
@ If SAC is already installed, the number of iKey readers can be configured during installation
via the command line.

To change the number of readers:
1. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.
2. Do one of the following:
* Inthe left pane, select the Tokens node.

In the right pane, click the Reader Settings icon: @
* In the left pane, right-click the Tokens node, and select Reader Settings from the shortcut menu.
The Reader Settings window opens.

(S) Reader Settings (===

SafeNet Authentication Client gemalto

Mumber of virtual readers for tokens:

NV‘

| [

Mumber of virtual readers for SafeNet eToken Virtual tokens:

(o]

3. Set the required number of virtual hardware or software readers in the appropriate field.
The default numbers of available readers are:
+ SafeNet eToken readers: 2
+ SafeNet Virtual Token slots: 2
4. Click OK to close the window.
The number of available readers is changed.

5. Restart SafeNet Authentication Client Tools to make the changes effective.
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Token Initialization

The token initialization process restores a token to its initial state.

Token Initialization Overview

The token initialization process removes all objects stored on the token since manufacture, frees up memory, and
resets the token password. Then the token is initialized with specific settings according to the organizational
requirements or security modes.

Typically, initialization is carried out on a token when an employee leaves the company, enabling the token to be
issued to another employee. It completely removes the employee’s individual certificates and other personal data
from the token, preparing it to be used by another employee.

The following data is initialized:

Token name
Token Password

IDPrime Cards - A new administrator password may be entered. If the current administrator password is
to be maintained, select the option: ‘Keep the current administrator password’.

Administrator Password (optional) - not supported by iKey devices
Maximum number of logon failures allowed

Requirement to change the token password on the first logon
Initialization key - not supported by IDPrime cards

All user-generated data, such as certificates and profiles

Using customizable parameters, you may be able to select specific parameters that will apply to certain tokens.
These parameters may be necessary if you wish to use a token for specific applications or if you require a
specific token password or Administrator Password on multiple tokens in the organization.
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Initializing eToken Devices

@ NOTE:
* This section refers to SafeNet eToken 5110 and 5110 FIPS

* Toinitialize an eToken 5110 Common Criteria device, see Initializing IDPrime Common Criteria
Devices on page 62

+ Depending on the type of token being initialized, certain settings may not be enabled.

» If a customized version of SafeNet Authentication Client is installed, the graphics you see may
be different from those displayed in this guide.

To initialize an eToken device:
1. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.
2. Do one of the following:
* In the left pane, select the node of the required token.

&

In the right pane, click the Initialize Token icon:

* In the left pane, right-click the node of the required token, and select Initialize Token from the
shortcut menu.

The Initialization Options window opens, allowing you to select how to initialize the token.

NOTE:
g Initializing a token deletes all objects that were created on the device, while it was in use.

[ ':-'g{_\' Initialize Token - Initialization Options ﬂ
SafeNet Authentication Client WTEI"ZO
Waming!

This operation will delete all token content.

Please choose the way you want to initialize the token:

f @ Preserve the token settings and policies

() Configure all initialization settings and policies

< Back Med > Finish
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3. Select either one of the following:

Preserve the token Select to keep current token policies and settings.

settings and policies

Configure all initializa- Select this option to change all token policies and settings.

tion settings and
policies

The Password Settings window opens.

Create Administrator Password
Create Administrator Password

Confimn Password:

[] Keep the cument administrator password

Curment Language: EN

':é) Initialize Token - Password Settings @
SafeNet Authentication Client WTB"ZO
Token Name: Token
Create Token Password

New Token Password: sessansnes

Corfim Password: Ty

Logon retries before token is locked: 15 =

Token password must be changed on first logon PIN Policy

\ J|
4. Enter the following:
Token Name Enter a name for the token. If no name is entered, a default name is used.

In many organizations, the default token name is "My Token".
The token name does not affect the token contents. It is used solely to

identify the token.

New Token Password Enter a new Token Password.

The default password on an eToken device is 1234567890 automatically

appears in this field.

Confirm Password Re-enter the password entered above.
Logon retries before Enter the number of times a token password can be entered incorrectly
token is locked before the token is locked.

Note: The retry counter will count only passwords that have a valid length.

Token password must If required, select token password must be changed on first logon.

be changed on first
logon
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Create Administrator Select Create Administrator Password and enter a New Administrator
Password Password. The minimum password length on an eToken device is 8 char-
acters.
Note:

+ Setting an Administrator Password enables certain functions to be
performed on the token, such as setting a new token password to
unlock a token.

+ iKey tokens do not support Administrator Passwords.

Confirm Password Re-enter the administrator password.
Logon retries before Enter a numeric value. This counter specifies the number of times the
token is locked administrator can attempt to log on to the token with an incorrect password

before the token is locked. The default setting for the maximum number of
incorrect logon attempts is 15

One-factor logon Configures the token without a password.
The default value for this setting is disabled.
Note:
» The One-factor logon feature is used by eToken device only.
» The One-factor logon feature is not supported by FIPS devices.

» Selecting the One-factor logon option disables the Create Token
Password and Create Administrator Password fields.

» The One-factor logon feature is used by eToken device only.

5. Click Next.
The Password Quality Settings window opens.
f '\é) Initialize Token - Password Quality Settings @
SafeNet Authentication Client gemalto

Mirimum length {characters): 8 $
16 :
Minimum usage period (days): 0 $
Maxdmum usage period (days): o $
Expiration waming period (days): 0 $
History size: 10 $
Maxdmum consecutive repetitions: 3 $
Must meet complexity requirements: At least 3 types -
Manual Complexity Rules
Pemitted Pemitted
Pemitted Pemitted
<Back |[ Ned> | [ Fnsh | [ Cancel |
; )
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6. Complete the fields as follows:

Field

Enforce password quality
settings (recommended)

Minimum length (characters)

Maximum length (characters)

Minimum usage period (days)

Maximum usage period (days)

Expiration warning period (days)

History size

Maximum consecutive repeti-
tions

Must meet complexity require-
ments

Description

Select this option if you want to define password quality settings when
initializing a token. When selected, all options in the window become
available.

Default: 8 characters
Default: 16 characters

The minimum period before the password can be changed.
Default: 0 (none)

For iKey devices, the periods are rounded up to periods of weeks (7
days), even though the period is displayed in days. For example, if the
period is displayed as less than a week, say 6 days, iKey regards it as a
week. If the period is more than two weeks, say 15 days, iKey regards it
as three weeks.

The maximum period, in days, before which the password must be
changed.

Default: 0 (none)

For iKey devices, the periods are rounded up to periods of weeks. See
row above for more information.

Defines the number of days before the password expires that a warning
message is shown.

Default: 0 (none)

Defines how many previous passwords must not be repeated.
Default:

For eToken devices - 10

For iKey devices - 6

The maximum number of repeated characters that is permitted in the
password.

Default: 3
This feature is not supported by iKey devices.

Determines the complexity requirements that are required in the token
password.

+ At least 2 types: a minimum of 2 complexity rules (out of the 4
shown in the Manual Complexity fields) are enforced.

+ At least 3 types: a minimum of 3 complexity rules (out of the 4
shown in the Manual Complexity fields) are enforced (Default).

» None: Complexity requirements are not enforced.

» Manual: Complexity requirements, as set manually in the Manual
Complexity settings, are enforced.
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Field (Cont.) Description (Cont.)

Manual Complexity Rules For each of the character types (Upper-case letters, Lower-case
letters, Numerals and Special characters) select one of the following
options:

* Permitted - Can be included in the password, but is not mandatory
(Default).

* Mandatory - Must be included in the password.
* Forbidden - Must not be included in the password.
Note: The Forbidden option is not supported by iKey devices.

7. Click Next.
If the device is FIPS or Common Criteria, the FIPS and Common Criteria Settings window opens.

If the device is not FIPS or Common Criteria, this window will not be displayed.

Use this window to configure certification and common criteria settings.

'\é) Initialize Token - FIPS and Common Criteria Settings ﬁ

SafeNet Authentication Client gemalto

Curent Language:

Set the maximum number of Common Criteria certificates to be stored.

[ <Back |[ Nea> | [ Fmsh | [ Camcel |

\ J|

8. Enter the following:

Field Description

Enforce FIPS settings Check this options to define FIPS settings.
FIPS: Federal Information Processing Standards is a U.S. government-
approved set of standards designed to improve the utilization and man-
agement of computer and related telecommunication systems
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Enforce Common Note: This setting is relevant only for eToken 5100 (CC) - an end of life
Criteria settings product.

Check this options to define Common Criteria settings. When selected, the
Certificate Import Password and maximum number of certificates for which
to reserve space on the token can be set.

Common Criteria: an international standard for computer security certifi-
cation.
New Import Password Enter a New Import Password.

Defines the Password that must be entered when a Common Criteria cer-
tificate is imported to the token. The minimum Password length is 4 char-
acters. The default value is: 1234567890.

Confirm Password Re-enter the password entered above.

Set the maximum number of common criteria certificates to be stored:

Certificates with 1024-bit  To reserve adequate space on the token, set the maximum number of
keys Common Criteria certificates with 1024-bit keys that will be imported to the
token.

Select a number within the range 0 -16.

Certificates with 2048-bit  To reserve adequate space on the token, set the maximum number of
keys Common Criteria certificates with 2048-bit keys that will be imported to the
token.

Select a number within the range 1- 16.

9. Click Next.
The Optional Cryptography Settings window opens.

Use this window to configure Cryptography and RSA Authentication Settings.

'é) Initialize Token - Advanced Security Settings @

SafeNet Authentication Client gemalto

Optional cryptography mechanisms
{ QTP support |

2048-bit RSA key support

Private data caching: [Nways fastest) v]

RSA key secondary authentication: [ Mewver - ]

Manually set the number of reserved RSA keys.

0 = | 1024bit keys

<Back || MNet> | [ Fnsh | [ Cancel
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10. Under Optional cryptography mechanism, complete the fields as follows:

Field Description

Note: This feature is relevant only for SafeNet eToken PRO
Default: enabled
Select to enable 2048-bit RSA key support (on compatible tokens).

2048-bit RSA key
support

Default: Always (fastest)

To enhance performance, SafeNet Authentication Client caches public
information stored on the token. This option defines when private informa-
tion (excluding private keys on the token) can be cached outside the token.

Select one of the following options:

» Always (fastest): Private information is always cached in the application
Private data caching memory. This enables fast performance, as certain information is
cached on the host machine. However, this option is less secure than if
no cache is allowed.

» While user is logged on: Private information is cached outside the token
as long as the user is logged on to the token. Once the user logs out, all
the private data in the cache is erased.

* Never: Private information is not cached.

Manually set the number  Default: disabled

of reserved RSA keys Set the number of reserved RSA keys to reserve space in the token
memory. This ensures that there will always be memory available for keys.

11. Click Next.
The Initialization Key Settings window opens.
'\é:' Initialize Token - Initialization Key Settings @1
SafeNet Authentication Client gemalto

Default Initialization Key

@ Use Default Intialization Key

) Use this initizlization key:

Mext Initialization Key
[] Change the key for the next initialization to:
2) Default
Random

This value:

Cument Language: EN

[ <Back |[ Net> | [ Fnsh | [ Cancel |

Use this window to configure Default Initialization Settings.
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Change the Initialization Key to protect against accidental token re-initialization in the future. If the
Initialization Key is changed from the factory-set default value, the user will be required to open the
Initialization Key window and enter the correct key during future initialization of the token.

12. Under Default Initialization Key, complete the fields as follows:

Field Description

Use defaultinitialization = Select this option if the Initialization Key was not changed from its default
key during the previous token initialization. The factory-set default is used as
the key for the current token initialization.

Use this initialization Enter the Initialization Key configured in the This Value field during the
key previous token initialization.

Change the key forthe  + Default: Revert to the factory-set default so that the user is not required
next initialization to: to enter an Initialization Key during subsequent token initializations.
+ Random: If selected, it will never be possible to re-initialize the token.
» This Value: Select and confirm a unique key. During subsequent token
initializations, the user must enter this key in the Use this Initialization
Key field.

@ NOTE:
The initialization key minimum length is 4.
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Initializing IDPrime Devices

The initialization process removes all objects stored on the device since manufacture, freeing up memory, and
resetting the token/card password.

The following can be performed during the initialization process:

All user-generated data, such as certificates and profiles
All PKCS#11 objects that were created on the token/card, while in use
Token/card name/label

Define a user and administrator password (the user password must be according to the card’s policy
settings).

Define password quality settings

Define a Digital Signature PIN and Digital Signature PUK password the password must be according to

the card’s policy settings (for IDPrime CC and eToken 5110 CC devices). See Chapter 7: Set Digital
Signature PIN (page 76)

NOTE:
@ » The screens displayed during the initialization process are available in English localization
only.

This section explains how to initialize IDPrime Common Criteria and Non Common Criteria devices.

SafeNet Authentication Client 10.7 (GA) User Guide
Document Number: 007-013561-005, Rev C



6 — Token Initialization

Initializing IDPrime Common Criteria Devices

Common Criteria certified devices can be initialized using SAC Tools.
To initialize an IDPrime Common Criteria certified device:

1. Open SafeNet Authentication Client Tools Advanced view.
2. Do one of the following:
a. Inthe left pane, select the node of the required token/card

In the right pane, click the Initialize Token icon L2 .
b. In the left pane, right-click the node of the required device, and select Initialize Token from the shortcut
menu.

The Initialization Options window opens, allowing you to select how to initialize the device.

,§ Initialize Token - Initialization Options &J
SafeNet Authentication Client gemalto
Warning!

This operation will delete all token content

Please choose the way youwantto initialize the token:

(7) Preserve the token setiings and policies

(@) Configure all initialization settings and policies

J
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3.

Select the following:

Preserve the token Select to keep current token policies and settings.
settings and policies

Configure all initializa- Select this option to change all token policies and settings. Selecting this
tion settings and policies  option will allow you to:

+ Create a token password

 Create an administrator password

+ Enter the default token and administrator passwords
» Enter Common Criteria passwords (PIN and PUK)

Click Next.
The Administrator Logon window opens. This window requires you to enter an Administrator Password

and a Digital Signature PUK to begin the initialization process.

NOTE:
@ » The procedures and screens described in this section are based on the fact that your IDPrime
token/card is being used for the first time.

[ ';gi‘;' Initialize Token - Administrator Logon ﬁ
SafeNet Authentication Client gemalto

Enterthe cument Administrator Password to initialize the Token

[Tlilse factory default administrator password:

Administrator Password:

W Enterthe cument Digital Signature PUK to inttiglize the Token
[ Use factory default digital signature PUK

Digital Signature PUK:

Cument Language: EN

The default administrator password and digital signature PUK is a known value of [fs set on the
standard profile.
Forthe non-default value, please enter it manually.

L )
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5. Enter the current Administrator Password and current Digital Signature PUK. The default Administrator
Password is 48 zeros. The default Digital Signature PUK is 6 zeros.

Enter the following:

Use factory default + Select this check-box if the current administrator password is 48 O's. If
administrator password selected, the Administrator Password field below is shaded showing
the default password.
» Deselect it if the current administrator password is different from the
factory default.

Administrator Password  Enter the current administrator password, that's different from the factory

default.
Use factory default  Select this check-box if the current digital signature PUK is 6 zeros
digital signature PUK (000000). If selected, the Digital Signature PUK field below is shaded

showing the default password.

» Deselect it if the current Digital Signature PUK is different from the
factory default.

Digital Signature PUK Enter the current Digital Signature PUK, that's different from the factory
default.
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6. Click Next.
The Password Settings window opens.
':\':—_3;' Initialize Token - Password Settings &J
SafeNet Authentication Client gemalto
Token Name: Token
Create Token Password

New Token Password: sssssssnes

Corfim Password: [ITTITTITIITY

Logon retries before token is locked: 15 =

Token password must be changed on first logon

Create Administrator Password
Create Administrator Password

Confimn Password:

[T] Keep the cument administrator password

Curent Language: EN

7. Enter the following:
Token Name Enter a name for the token. If no name is entered, a default name is used.

In many organizations, the default token name is "My Token".

The token name does not affect the token contents. It is used solely to
identify the token.

New Token Password The default password: 1234567890 automatically appears in this field.

Note: If the device is initialized with the default token/card password, and
standard password quality requirements are in effect, the user must select
the Token Password must be changed on first logon option. Otherwise the
initialization will fail because the default password does not meet the
password quality requirements. If the token password must be changed on
first logon option is selected, the initialization will succeed and the user will
be prompted to create a new password when next logging on with the
token/card. The user will be required to set a token password that meets
the Password Quality requirements configured in the Settings window.

Confirm Password The default password: 1234567890 automatically appears in this field.

If the above field was changed, then re-enter the password entered in the
'New Token Password' field.

Logon retries before Enter the number of times a token password can be entered incorrectly
token is locked before the token is locked.

Token password must If required, select token password must be changed on first logon.

be changed on first Note:

logon
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PIN Policy

Create Administrator
Password

Confirm Password

Keep the current admin-
istrator password

Enables you to set PIN Quality/Property parameters.

See Chapter 11: Setting IDPrime PIN Quality (PIN Quality Tab) (page 96)
and Chapter 11: Setting IDPrime PIN Properties (Advanced Tab) (page 98)

If necessary, enter a new administrator password, that's different from the
current administrator password. Your current password may be the default
password or a different password. Only you know this password.

You can change the default Administrator Password to a password that is
between 8-32 alphanumeric characters (or to 48 hexadecimal digits). See
Chapter 2: Friendly Admin Password (page 4).

Re-enter the administrator password.

Select this if you want to keep the current administrator password.
Note: If this option is selected, the following warning message appears:

If the current password is the default password (48 Q's), it is strongly rec-
ommended to update the administrator password to keep your token
secure.
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8. Click Next.
The IDPrime Common Criteria Settings window opens.
The IDPrime Common Criteria Settings window allows you to define Common Criteria passwords, which are
made up of a Digital Signature PIN (User Password) and Digital Signature PUK (Administrator Password).

';:‘_i:.' Initialize Token - IDPrime Common Criteria Settings @

SafeNet Authentication Client gemalto

Common Criteria Passwords:

Mew Digital Signature PIN:

Corfirm PIN:

Mew Digital Signature PLUK:

Corfirm PUK:

! )

@ NOTE: Due to Security concerns related to IDPrime MD 840 cards in Linked Mode, the
supportfor Linked Mode in the Initialization window is disabled by default. To enable Linked
Mode, refer to the SafeNet Authentication Client Administrator Guide (LinkMode property).

It is recommended to use the Linked Mode feature only with the IDPrime 940 card.

9. Enter the following:

New Digital Signature Enter a New Digital Signature PIN.

PIN
Confirm PIN Re-enter the New Digital Signature PIN.
PIN Policy Enables you to set PIN Quality/Property parameters.

See Chapter 11: Setting IDPrime PIN Quality (PIN Quality Tab) (page 96)
and Chapter 11: Setting IDPrime PIN Properties (Advanced Tab) (page 98)

New Digital Signature Enter a New Digital Signature PUK.
PUK

Confirm PUK Re-enter the New Digital Signature PUK.

10. Click Finish. A warning message is displayed.

11. Click OK when the warning message: The token initialization process will delete all token content and
reset all token parameters appears.

The Token initialized successfully message is displayed.
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Initializing IDPrime Devices (Non Common Criteria)

IDPrime cards that are not Common Criteria certified can be initialized using SAC Tools.
To initialize an IDPrime card that is non Common Criteria:

1. Open SafeNet Authentication Client Tools Advanced view.
2. Do one of the following:
a. Inthe left pane, select the node of the required token/card

In the right pane, click the Initialize Token icon L2 .
b. In the left pane, right-click the node of the required device, and select Initialize Token from the shortcut
menu.

The Initialization Options window opens, allowing you to select how to initialize the device.

,§ Initialize Token - Initialization Options &J
SafeNet Authentication Client gemalto
Warning!

This operation will delete all token content

Please choose the way youwantto initialize the token:

(7) Preserve the token setiings and policies

(@) Configure all initialization settings and policies

J
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3. Select the following:

Preserve the token
settings and policies

Configure all initializa-
tion settings and policies

4. Click Next.

Select to keep current token policies and settings.

Select this option to change all token policies and settings. Selecting this
option will allow you to:

 Create a token password
» Create an administrator password
 Enter the default token and administrator passwords

The Administrator Logon window opens. This window requires you to enter an Administrator Password.

-
(S) Initialize Token - Administrator Logon

25l

SafeNet Authentication C

Enterthe cument Administrator Password to inttialize the Tolken

lient gemalto

Administrator Passward:

The default administrator password is a
For the non-defautt value, please enter

.

Cument Language: EN

known value of I's set on the standard profile.
it manualty.

J

Enter the following:

Use factory default
administrator password

Administrator Password

Enter the current Administrator Password. The default Administrator Password is 48 zeros.

+ Select this check-box if the current administrator password is 48 O's. If
selected, the Administrator Password field below is shaded showing
the default password.

» Deselect it if the current administrator password is different from the
factory default.

Enter the current administrator password, that's different from the
factory default.
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6. Click Next.
The Password Settings window opens.
':\':—_3;' Initialize Token - Password Settings &J
SafeNet Authentication Client gemalto
Token Name: Token
Create Token Password

New Token Password: sssssssnes

Corfim Password: [ITTITTITIITY

Logon retries before token is locked: 15 =

Token password must be changed on first logon W

Create Administrator Password
Create Administrator Password

Confimn Password:

[T] Keep the cument administrator password

Curent Language: EN

< Back Nexd > Finigh Cancel
7. Enter the following:
Token Name Enter a name for the token. If no name is entered, a default name is used.

In many organizations, the default token name is "My Token".

The token name does not affect the token contents. It is used solely to
identify the token.

New Token Password The default password on an eToken device is 1234567890 automatically
appears in this field.

The default password on an IDPrime MD card is 4 zeros (0000)

Note: If the device is initialized with the default token/card password, and
standard password quality requirements are in effect, the user must select
the Token Password must be changed on first logon option. Otherwise the
initialization will fail because the default password does not meet the
password quality requirements. If the token password must be changed on
first logon option is selected, the initialization will succeed and the user will
be prompted to create a new password when next logging on with the
token/card. The user will be required to set a token password that meets
the PIN Quality requirements configured in the Settings window.

Confirm Password The default password (1234567890) automatically appears in this field.

If the above field was changed, then re-enter the password entered in the
'New Token Password' field.

Logon retries before Enter the number of times a token password can be entered incorrectly
token is locked before the token is locked.

Token password must If required, select token password must be changed on first logon.

be changed on first

logon
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PIN Policy Enables you to set PIN Quality/Property parameters.

See Chapter 11: Setting IDPrime PIN Quality (PIN Quality Tab) (page 96)
and Chapter 11: Setting IDPrime PIN Properties (Advanced Tab) (page 98)

Create Administrator If necessary, enter a new administrator password, that's different from the
Password current administrator password. Your current password may be the default
password or a different password. Only you know this password.

You can change the default Administrator Password to a password that is
between 8-32 alphanumeric characters. See Chapter 2: Friendly Admin
Password (page 4).

Confirm Password Re-enter the administrator password.
Logon retires before Enter the number of times an administrator password can be entered
token is locked incorrectly before the token is locked.

This field is read only.

Keep the current admin-  Select this if you want to keep the current administrator password.
istrator password Note: If this option is selected, the following warning message appears:

If the current password is the default password (48 Q's), it is strongly rec-
ommended to update the administrator password to keep your token
secure.

8. Click Finish. Awarning message is displayed.

Initialize Token Notification -3

! WARNING.
The token initialization process will delete all token content and reset all
token parameters, Click 'OK' to continue.

0K ] [ Cancel

9. Click OK
The Token initialized successfully message is displayed.
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Common Criteria

SafeNet Authentication Client supports the Gemalto IDPrime Common Criteria card range.

See the SafeNet Authentication Client Release Notes for a list of supported cards.

Working with Common Criteria Certified Tokens and Cards

IDPrime and eToken devices that are Common Criteria certified are used mainly for digital signing purposes.
When working with common criteria certified tokens and cards, 2 additional passwords (specific to qualified digital
signature operations) are required.

PKCS#11 Digital Signature PIN Authentication

For Common Criteria signature compliance, the Digital Signature PIN must be authenticated before each signing
operation. Thus, the PKCS#11 library may prompt the user to enter the Digital Signature PIN.

Logging onto the device is required when a Common Criteria RSA private key operation is performed for the first
time using the PKCS#11 library (for example signing operations). With the support of Common Criteria PKCS#11
Multi-Slots, all qualified signature functionalities are available via the Common Criteria virtual slot labeled Digital
Signature PIN, which are associated with PIN Role #3. Thus, in order to use Common Criteria keys, the user
must ensure that this Common Criteria slot is selected and used by the application.

The application must then call C_Login on the virtual slot as a CKU_USER to provide the qualified Digital
Signature PIN (PIN role #3).

The device remains in login state unless it was configured otherwise. In this case the user is prompted to enter
the Digital Signature PIN when needed.

If the Digital Signature PIN authentication fails, an error message is displayed.

See the SafeNet Authentication Client Administrator Guide for details about setting Multi-Slot values.

Must Change Password

When using a PIN Pad with a card configured with Must Change Password (for User PIN and/or Digital Signature
PIN), during the first login the password is changed with the keyboard. Subsequently, the PIN Pad must be used
to change the password.

@ NOTE: Refer to your PIN Pad reader documentation to verify whether the reader permits
PIN change with the keyboard.
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Common Criteria Extended Functions

The following Digital Signing function icons are displayed in SAC Tools advanced view:

User Function Icon Right-Click Menu Item
Change Digital Signature PIN ? Change Digital Signature PIN
Change Digital Signature PUK A Change Digital Signature PUK
Set Digital Signature PIN * Set Digital Signature PIN
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Change Digital Signature PIN

Use this option to change the Digital Signature PIN.

To change a digital signature PIN:

1. Open SafeNet Authentication Client Tools Advanced view.

Do one of the following:

a.

-

N

In the left pane, select the node of the required token.

In the right pane, click the Change Digital Signature PIN icon:

i

In the left pane, right-click the node of the required token, and select Change Digital Signature PIN

from the shortcut menu.
The Change Digital Signature PIN window opens.

5 Change Digital Signature PIN: ﬁ

SafeNet Authentication Client gemalto
Current Digital Signature PIN: sesnee

Mew Digital Signature PIN: T I

Confirm PIN: sosssanses

The new PIN must comply with the quality settings defined onthe token.

A secure PIN has atleast characters, and contains upper-case letters, lower-case letters,
numerals, and special characters (such as | $. . %).

Current Language: EN

0K l l Cancel

2. Enter the Current Digital Signature PIN.

3. Enter the New Digital Signature PIN.

4. Confirm the New Digital Signature PIN and click OK.
The Password Changed Successfully window opens.

5. Click OK.
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Change Digital Signature PUK

Use this option to change the Digital Signature PUK.

To change a digital signature PUK:

1. Open SafeNet Authentication Client Tools Advanced view.
Do one of the following:

a. Inthe left pane, select the node of the required token.

In the right pane, click the Change Digital Signature PUK icon:

A

b. In the left pane, right-click the node of the required token, and select Change Digital Signature PUK

from the shortcut menu.
The Change Digital Signature PUK window opens.

Current Digital Signature PUK: sesnee

New Digital Signature PUK: Ty

Confirm PUK: [IITTIT)

The new PUK must comply with the quality settings defined on the token.

A secure PUK has atleast 8 characters, and contains upper-case letters, lower-case letters,
numerals, and special characters (such as | 8. # %).

Current Language: EN

SafeNet Authentication Client gemalto

o] [

2. Enter the Current Digital Signature PUK.

3. Enter the New Digital Signature PUK.

4. Confirm the New Digital Signature PUK and click OK.
The Password Changed Successfully window opens.

5. Click OK.
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Set Digital Signature PIN

Use this option to change the Digital Signature PIN using the Digital Signature PUK.

To set a digital signature PIN:
1. Open SafeNet Authentication Client Tools Advanced view.
Do one of the following:

a. Inthe left pane, select the node of the required token.
*

b. Inthe left pane, right-click the node of the required token, and select Set Digital Signature PIN from the
shortcut menu.

The Digital Signature PUK Logon window opens.

In the right pane, click the Change Digital Signature PIN icon:

SafeNet Authentication Client gemalto

Enter the Digital Signature PUK:

Token Name: Joe Henderson (IDPrime 940)

Digital Signature PUK:

Current Language: EN

2. Enter the Digital Signature PUK and click OK.
The Set PIN window opens.

SafeNet Authentication Client gemalto’

New Digital Signature PIN:

Confirm PIN: sassss

The new PIN must comply with the quality settings defined on the token.

A secure PIN has atleast 8 characters, and contains upper-case letters, lower-case letters,
numerals, and special characters (such as |, $, #, %).

Current Language: EN

[ 0K l l Cancel

—— F—

3. Enter a New Digital Signature PIN.
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4. Confirm the New Digital Signature PIN and click OK.
The Password Changed Successfully window opens.

5. Click OK.

Operational Differences and Role Protection

The table below displays the differences between eToken 5100 CC (legacy) and other tokens regarding the roles
that protect the specific operation.

Operation Password required to perform the Password required to perform the
specified operation on: specified operation on:
+ eToken 5100 CC (legacy) + SafeNet IDPrime 940/3940

» |IDPrime 840/840 B/3840/38408B,
¢ |DPrime 8840 Micro SD Card
« eToken 5110 CC

Initialize Initialization Key Administrator Password

Generate sign only key Token Password Token Password + Digital Signature PIN

pair

Generate exchange key Token Password Token Password

pair

Import sign only key pair Import Password Token Password + Digital Signature PIN

Import exchange key pair  Token Password Token Password

Delete sign only key pair Token Password Token Password + Digital Signature PIN

Delete exchange key pair Token Password Token Password

Sign with sign only key Token Password Digital Signature PIN

pair

Sign with exchange only Token Password Token Password

key pair

Decrypt Token Password Token Password

Unlock Token Password is locked by the Token Password is locked by the Administra-
Digital Signature PUK tor Password

Digital Signature PIN is locked by the Digital
Signature PUK
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SafeNet Virtual Tokens

SafeNet Authentication Client supports the SafeNet Virtual Token line of products. This includes SafeNet Virtual
Token and SafeNet Rescue Token devices.

To obtain a SafeNet Virtual Token file, contact your administrator.

Overview of SafeNet Virtual Products

SafeNet Authentication Client supports tokens from the SafeNet Virtual Token family. These tokens are stored as
files on your computer or on an external storage device.

The following types of software tokens are available:

+ SafeNet Rescue Token: provides a solution when a staff member loses or damages their token when
away from the office. A SafeNet Rescue Token is a read-only token which functions for a limited period of
time. You cannot import certificates to it.

+ SafeNet Virtual Temp Token: identical to an eToken Virtual, but its certificates become invalid after a
pre-defined time period.

Connecting a SafeNet Virtual Token

To use your eToken Virtual product as a token, connect its file to SafeNet Authentication Client.

Under certain conditions, the token is connected automatically. See "Using a SafeNet Virtual Token on an
External Storage Device" on page 81.
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To connect a SafeNet Virtual device from the file:

1.

Double-click the SafeNet Virtual (.etvp) or SafeNet Rescue Token (.etv) file.

The SafeNet Virtual or SafeNet Rescue Tokens connect to the computer and display a confirmation
message.

Click OK.

To use SafeNet Authentication Client Tools to connect a SafeNet Virtual Token:

1.

Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.

Do one of the following:

* Inthe left pane, select the Tokens node.
In the right pane, click the Connect SafeNet Virtual Token icon:

wr

* In the left pane, right-click the Tokens node, and select Connect SafeNet VirtualToken from the
shortcut menu.
Navigate to the SafeNet Virtual Token file (*.etvp) or SafeNet Rescue Token file (*.etv), and double-click it.

The SafeNet Virtual product is connected.

Disconnecting or Deleting a SafeNet Virtual Token

For security purposes, disconnect your SafeNet Virtual or SafeNet Rescue Token from its connected reader when
you are not using it.

Under certain conditions, the token is disconnected automatically. See "Using a SafeNet Virtual Token on an
External Storage Device" on page 81.

When your SafeNet Virtual product is no longer required, disconnect and also delete it. For example, if your
SafeNet Rescue Token temporarily replaced a lost token, disconnect and delete it when you receive a permanent
replacement token.

To disconnect or delete a SafeNet Virtual Token:

1.

2.

To use the Simple view to disconnect, do the following:

a. Open SafeNet Authentication Client Tools Simple view.

See "Opening the Simple View" on page 10.
b. Inthe left pane, select the required eToken Virtual or SafeNet Rescue Token.
c. Inthe right pane, select Disconnect SafeNet Virtual Token (or Disconnect ).
d. Continue with step 3.
To use the Advanced view to disconnect, do the following:

a. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.

b. Do one of the following:
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* In the left pane, select the node of the required eToken Virtual or SafeNet Rescue Token.
In the right pane, click the Disconnect SafeNet Virtual Token icon:

°

» In the left pane, right-click the node of the required eToken Virtual or SafeNet Rescue Token, and
select Disconnect from the shortcut menu.
c. Continue with step .
The Disconnect SafeNet Virtual Token window opens.

3. Do one of the following:

» To keep the SafeNet Virtual Token or SafeNet Rescue Token file on the computer or device for later

use, click Disconnect.
Only the token connection to SafeNet Authentication Client is disconnected. It can be reconnected
later. See "Connecting a SafeNet Virtual Token" on page 78.

» To disconnect the token from SafeNet Authentication Client, and also remove the SafeNet Virtual
Token or SafeNet Rescue Token file from the computer, click Delete.
After a SafeNet Virtual Token or SafeNet Rescue Token is deleted, it cannot be reconnected later. A
new file must be installed before it can be connected.

Using a SafeNet Virtual Token to Replace a Lost Token

To use a SafeNet Virtual Token or SafeNet Rescue Token to replace a lost token, the SafeNet Virtual Token or
SafeNet Rescue Token must be enrolled using SafeNet Authentication Manager.

For more information, refer to the SafeNet Authentication Manager documentation.

Unlocking a SafeNet Virtual Token

If you enter an incorrect password more than a pre-defined number of times, the eToken Virtual becomes
locked. To unlock the token, see Chapter 5: Activating a Token, on page 35.

NOTE:

@ The number of times that a SafeNet Virtual Token can be locked can be limited to a specific
amount. If this number is exceeded, the SafeNet Virtual Token becomes unusable. This
function is not available for a SafeNet Rescue Token.

SafeNet Authentication Client 10.7 (GA) User Guide
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Generating a One-Time Password (OTP)

The Generate OTP function is available only if an eToken Virtual or eToken Rescue, with the OTP feature
activated, is stored on your computer.

To generate an OTP:
1. Right-click the SafeNet Authentication Client tray icon.
The SafeNet Authentication Client tray menu opens.

2. Select Generate OTP.
The Generate OTP window opens.

@ Generate OTP @

SafeNet Authentication Client gemalto’

[ Generate OTP ][ Close

3. Click Generate OTP.
The Token Logon window opens.

4. Enter the token password, and click OK.
A unique OTP is generated, and it is displayed in the Generate OTP window.

5. Copy the OTP to authenticate yourself to your application.

NOTE:
@ Depending on your SafeNet Authentication Client configuration, you may need to include
other secure information, such as your OTP PIN or Windows password.

6. Click Close to close the Generate OTP window.

Using a SafeNet Virtual Token on an External Storage Device

The operating system automatically connects a SafeNet Virtual product when all of the following conditions are
met:

+ The SafeNet Virtual Token file is locked to an external storage device, such as a flash drive.

* Thefile is located in the eTokenvirtual folder on the storage device.

+ The storage device is connected to the computer.
When the storage device is removed from the computer, the operating system automatically disconnects the
SafeNet Virtual Token that was automatically connected.

If the SafeNet Virtual Token is located on an external storage device in a location other than the eTokenVvirtual
folder, you must connect the SafeNet Virtual Token manually. See "Connecting a SafeNet Virtual Token" on
page 78.

SafeNet Authentication Client 10.7 (GA) User Guide
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Before removing the storage device, you must disconnect the eToken Virtual manually. See "Disconnecting or
Deleting a SafeNet Virtual Token" on page 79. Otherwise, the eToken Virtual will be displayed in SafeNet
Authentication Client as a token with corrupted data.

For more information about token icons, see Chapter 3: Token Icons, on page 12.

Using an Emulated SafeNet Virtual Token

Certain applications that work with smart card readers require the SafeNet Virtual Token to emulate the action of
the smart card reader. To use a SafeNet Virtual product with such applications, you must use an emulated
SafeNet Virtual Token.

Typically, the emulated SafeNet Virtual Token is locked to an external storage device.

By default, the emulated SafeNet Virtual Token cannot be locked to your computer’s hard drive, as this can cause
a malfunction of the Windows logon. This occurs because the Windows logon process cannot deal with multiple
smart card readers. However, if you want to work with the SafeNet Virtual Token located on the hard drive, the
administrator can configure SafeNet Authentication Client to support this.

It is important to disconnect the emulated SafeNet Virtual Token when you have finished the session, so that the
computer reverts to working with the default reader.

SafeNet Authentication Client 10.7 (GA) User Guide
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SafeNet eToken 5300

SafeNet eToken 5300 is an ideal solution for enterprises looking to deploy the military-grade security of PKI, while
maintaining a convenient solution for employees. The eToken 5300 is a compact, tamper-evident USB with
presence detection, which creates a third factor of authentication. Something you have (physical token),
something you know (PIN), something you do (enabling touch sensor). The eToken 5300 offers multi-application
dynamic smart card functionality. It can be used with any USB connection for Identity and Access Management
applications such as network authentication, digital signatures, email encryption and other advanced services
based on Public Key Infrastructure (PKI). The eToken 5300 is certified FIPS 140-2 L3 at the full token boundary.

With the Presence Detection feature, enterprise IT can allow single sign on for employees by requiring a user PIN
only at logon. That way, employees can use the advance functionality of PKI, such as digitally signing documents
and encrypting email by simply touching the sensor on the token, which provides authentication without entering
a PIN multiple times. If enterprise IT want more control of specific certificates they can set rules to either always
require the user to enter a password or always require both user password and sensor activation when accessing
those particular certificates.

eToken 5300 Certificates

The eToken 5300 device can have either one or both of the following certificates on the token:

« Signature Certificate - Used to perform digital signature operations only

+ Exchange Certificate - Used to perform various cryptographic operations such as digital signature,
encryption of data or authentication

In addition to the PIN protection available on the token, each or both types of certificates can also be protected
using the touch sense on the eToken 5300 device.
The eToken 5300 is available in the following configurations:

» Signature Certificates that are touch sense protected (default)
» Exchange Certificates that are touch sense protected
+ Both Signature and Exchange Certificates that are touch sense protected

@ NOTE:

» The eToken 5300 configuration is defined at the factory and cannot be changed.

» When using the eToken 5300 configured with touch sense support for Signature keys,
signature operations with an Exchange certificate will not be touch sense protected.
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Viewing eToken 5300 information

To view eToken 5300 touch sense configurations in SAC Tools:
1. Do one of the following:

* Right-click the SafeNet Authentication Client tray icon, and from the shortcut menu, select Tools.

* On Windows: From the Windows taskbar, select Start > All Programs > SafeNet > SafeNet
Authentication Client > SafeNet Authentication Client Tools.

The SafeNet Authentication Client Tools window opens in the Simple view.
2. Click the Advanced View icon.

The SafeNet Authentication Client Tools window opens in the Advanced view.
3. Inthe left pane, select the eToken 5300 node.

The Token'’s Information is displayed.

g NOTE:

Configuration information displayed in SAC Tools varies according to how the token was
received from the factory.

Touch Sense support - Signature Keys

S safeNet Authentication Client Tools = 23 |
gemalto’
SafeNet Authentication Client 20128

4.8 SafeNel Authentication Client Tools @) (8 [ (B | @ B o0 & | @ ©
445 Tokens
< Broadcom Corp Contacted Si

 Gemalto Vitual SmarcardRe ~ Mode! okenZnadit 2t 2T -
4 (@ SafeNet eToken 5300 Cardtype D Prime MD
. ) User certificates AppletVersion IDPrime Java Applet4.35.D
% Settings Mask version G286

{6k Client Settings Supported key size: 2048 bits
Token Password Present
Token Password refries remaining 15
Maximum Token Password refries 15
Token Password expiration No expiration
Administrator Password Present

Administrator Password retries remaining 5
Maximum administrator Password refries 5

n

FIPS FIPS 140-2 L3 initialized

Sign padding on-board Yes

Touch Sense support Signature keys

ECC Supported

csp eToken Base Cryptographic Provider
e ; KsP SafeNet Smart Card Key Storage Provider -

@ GEMALTO.COM
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Touch Sense support - Signature and Exchange Keys

‘,,g;‘ SafeNet Authentication Client Toals ===

gemalto’

SafeNet Authentication Client 20128

4.8 SafeNet Authentication Client Tools @ [ FE N | B & & @O
4 4% Tokens
< Broadcom Corp Contacted S1

< Gemalto Virual Smartcard Re Model Token 255.255.255.255 14.0.8 -
a ‘ SafeNet eToken 5300 Card type ID Prime MD
» [ User certificates AppletVersion IDPrime Java Applet4.35.0
4k Setings Mask version G286
42} Client Settings Supported key size 2048 bits
Token Password Present
Token Password refries remaining 15
Maximum Token Password retries 15
Token Password expiration No expiration
Administrator Password Present

Administrator Password retries remaining 5
Maximum administrator Password retiies 5

1

FIPS FIPS 1402 L3 initialized

Sign padding on-board Yes

Touch Sense support Signature and Exchange keys

ECC Supported

csp eToken Base Cryptographic Provider

KsP SafeNet Smart Card Key Storage Provider oy

4 1 3
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Touch Sense support - Exchange Keys

é:‘ SafeNet Authentication Client Tools = L=

gemalto’

SafeNet Authentication Client 20128

2.8 SafeNet Authertication Client Tools 1 [ 7 (6 . | B (6 o0 & | @ O
4.2 Tokens
"> Broadcom Corp Contacted §1

< Gemalto Virual Smartcard Re ~ Mode! Ve 1D -
4 @ SafeNet eToken 5300 Cardtype ID Prime MD
¥ Setiings AppletVersion IDPrime Java Applet4.35.D

8¢ Client Settings Mask version G286
Supported key size 2048 bits
Token Password Present
Token Password retries remaining 15
Maximum Token Password refries 15
Token Password expiration No expiration
Administrator Password Present

Administrator Password refries remaining 5
Maximum administrator Password refries 5

m

FIPS FIPS 140-2 L3 initialized
Sign padding on-board Yes
Touch Sense support Exchange keys
ECC Supported
csp eToken Base Cryptographic Provider
e — : KsP SafeNet Smart Card Key Storage Provider =

© GEMALT0.COM

Using the eToken 5300 Touch Sense

When performing a Digital Signature operation using the eToken 5300 device, the user is prompted to touch the

sensor on the token to complete the signing operation.

@ Touch Sense Device XS
Please touch the token to complete the process.

SafeNet Authentication Client 10.7 (GA) User Guide
Document Number: 007-013561-005, Rev C

85



9 — SafeNet eToken 5300

eToken 5300 Touch Sense Timeout and Grace period

Touch Sense Timeout

The eToken 5300 touch sense device has a default timeout of 30 seconds. If the cryptographic operation requires
the device to be touched and the user does not touch the sensor within the 30 second time frame, the operation
fails.

Touch Sense Grace Period
The eToken 5300 has a 30 second grace period.

After the sensor is touched for the first cryptographic operation (that is within the 30 second time frame
mentioned above), all other sequential cryptographic operations performed within the grace period time, will not
require the touch sensor.
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Client Settings

Client Settings are parameters that are saved to the computer and apply to all tokens that are initialized on the
computer after the settings have been configured. Use token settings to determine behavior that applies to a
specific token. See Chapter 11: “Token Settings” on page 92.

Setting Password Quality (eToken Devices only)

The Password Quality feature enables the administrator to set certain complexity and usage requirements for
token passwords.

To set PIN Quality parameters for IDPrime cards, See "Setting IDPrime PIN Quality (PIN Quality Tab)" on
page 96.

The Set Password Quality feature is for eToken devices only.

NOTE:

@ The token password is an important security measure in safeguarding your company’s
private information. The best passwords are at least eight characters long, and include
upper-case and lower-case letters, punctuation marks, and numerals appearing in a
random order.

To set the Password Quality:

1. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.
In the left pane, select Client Settings.

3. Inthe right pane, select the Password Quality tab.
The Password Quality tab opens.

4. Do one of the following:
» Change the Password Quality settings, and click Save.

TIP

@ The Password Quality settings are configured the same way as the Token Password
quality settings.
See Chapter 11: Setting eToken Password Quality (Password Quality Tab), on page 92.

» Toignore your changes, click Discard.
» To apply SafeNet Authentication Client’s default settings, click Set to Default.

NOTE:

@ When entering a value in the Expiry warning period field, you must make sure that a value
is also entered in the Maximum usage period field. If no value is entered in the Maximum
usage period field, an error message appears.
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Copying User Certificates to a Local Store

SafeNet Authentication Client operations often require certificates, private keys, and public keys.

Private keys should always be stored securely on the token. Certificates should also be stored on the token,
ensuring that the certificates are readily available when using the token on a different computer.

Use the Copy user certificates to a local store option to control the automatic installation of the token’s user
certificates to the local certificate store upon token connection.

This option is selected by default.

To automatically install the token’s user certificates to the local store:
1. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.
2. Inthe left pane, select Client Settings.
3. Inthe right pane, select the Advanced tab.
The Advanced tab opens.

Select Copy user certificates to a local store.
5. Click Save to save your changes, or click Discard, to ignore your changes.

Copying CA Certificates to a Local Store

When a token is connected to a computer, the system may detect that one or more CA certificates that are
installed on the token are not installed on the computer. Use the Copy CA certificates to a local store option to
control the automatic installation of the token’s CA certificates to the local certificate store upon token connection.

NOTE:

@ Microsoft displays a security warning when it detects that CA certificates are be installed
to the local store. To permit the certificates to be installed from the token, the user must
click Yes.

This option is selected by default.

To automatically install the token’s CA certificates to the local store:
1. Open SafeNet Authentication Client Tools Advanced view.

See "Opening the Advanced View" on page 14.

In the left pane, select Client Settings.

In the right pane, select the Advanced tab.

Select Copy CA certificates to a local store.

o kWD

Click Save to save your changes, or click Discard, to ignore your changes.
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Enabling Single Logon

When single logon is enabled, users can access multiple applications with only one request for the token
password during each computer session. This alleviates the need for the user to log on to each application
separately. This option is disabled by default.

NOTE:

g When single logon is set using SafeNet Authentication Client Tools, Windows Logon is
not included in the single logon process. Only an administrator can configure Windows
Logon as single logon.

To enable single logon:
1. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.
In the left pane, select Client Settings.
3. Inthe right pane, select the Advanced tab.
Do one of the following:
» To enable Single Logon for MS Cryptography, select Enable single logon.

+ To enable Single Logon for MS Cryptography and PKCS#11 cryptography, select Enable single logon
and then select Enable single Logon for PKCS#11.

5. Click Save to save your changes, or click Discard, to ignore your changes.
6. To activate the single logon feature, log off from the computer and log on again.

Allowing Password Quality Configuration on Token after
Initialization (eToken Devices only)

The Allow password quality configuration on token after initialization option determines whether the password
quality parameters on the token can be changed after initialization.

@ NOTE:
This feature is not supported by iKey tokens.

To enable password quality configuration after initialization:

1. Open SafeNet Authentication Client Tools Advanced view.

See "Opening the Advanced View" on page 14.

In the left pane, select Client Settings.

In the right pane, select the Advanced tab.

Select Allow password quality configuration on token after initialization.

ok~ w0

Click Save to save your changes, or click Discard, to ignore your changes.
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Allowing Only an Administrator to Configure Password
Quality on Token

The Allow only an administrator to configure password quality on token option determines whether the password
quality parameters on the token can be changed after initialization by the administrator only, and not by the user.
This option is selected by default.

To define who can configure password quality on token:
1. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.
In the left pane, select Client Settings.
3. Inthe right pane, select the Advanced tab.
4. Do one of the following:

» To enable configuration by the administrator only, select Allow only an administrator to configure
password quality on token.

» To enable configuration by the user also, clear Allow only an administrator to configure password
quality on token.

5. Click Save to save your changes, or click Discard, to ignore your changes.

Showing the SafeNet Authentication Client Tray Icon

You can determine whether the SafeNet Authentication Client tray icon is displayed.

To show the SafeNet Authentication Client tray icon:
1. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.
In the left pane, select Client Settings.
3. Inthe right pane, select the Advanced tab.
In the Show application tray icon drop-down list, select one of the following:
* Never: The tray icon is never displayed
+ Always: The tray icon is always displayed
5. Click Save to save your changes, or click Discard, to ignore your changes.
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Defining Automatic Logoff

You can determine whether tokens are automatically logged off following a period of token inactivity, even if the
tokens are still connected. After a token is logged off, the user must enter the token password again before the
token contents can be accessed.

To define the automatic logoff setting:
1. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.
2. Inthe left pane, select Client Settings.
3. Inthe right pane, select the Advanced tab.
4. In the Automatic logoff after token inactivity drop-down list, select one of the following:

* Never: The token password must be entered once, and the token remains logged on as long as it
remains connected.

« Always: The token password must be entered each time the token contents are accessed.

» After: The token password must be entered if the number of minutes set in the text box has passed
since the last token activity.
Set the number of minutes in the text box (1 - 240).

5. Click Save to save your changes, or click Discard, to ignore your changes.

Enabling Logging

The logging function creates a log of SafeNet Authentication Client activities.

NOTE:
@ You must have administrator privileges to use the logging function.

For Windows - The log files are located in: C: \WINDOWS\Temp\eToken.log

To activate the logging function on a Windows System:
1. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.
2. Inthe left pane, select Client Settings.
3. Inthe right pane, select the Advanced tab, and click Enable Logging.

@ NOTE:
You must restart your machine for the settings to take effect.

To disable the logging feature on a Windows System:
1. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.
2. In the left pane, select Client Settings.
3. Inthe right pane, select the Advanced tab, and click Disable Logging.
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Token Settings

Configurations set in the selected token’s Settings tab determine behavior that applies to the specific token.

For configurations set in Client Settings, that apply the settings to all tokens that are initialized after the settings
have been configured, see Chapter 10: Client Settings, on page 87.

Setting eToken Password Quality (Password Quality Tab)

The Password Quality tab enables you to set the device’s password policies.

To set password quality for a token:

1. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.

In the left pane, expand the node of the required token, and select Settings.

3. Inthe right pane, select the Password Quality tab.

The Password Quality tab opens.

4. Enter the password quality parameters as follows:

Password Quality Parameter
Minimum length (characters)
Maximum length (characters)

Maximum usage period (days)

Minimum usage period (days)

Expiration warning period (days)

History size

Description
Default: 6 characters
Default: 16 characters

The maximum period, in days, before which the password
must be changed.

Default: 0 (none)

For iKey devices, the periods are rounded up to periods of
weeks (7 days), even though the period is displayed in days.
For example, if the period is displayed as less than a week,
say 6 days, iKey regards it as a week. If the period is more
than two weeks, say 15 days, iKey regards it as three weeks.

The minimum period before the password can be changed.
Default: 0 (none)

For iKey devices, the periods are rounded up to periods of
weeks. See row above for more information.

Defines the number of days before the password expires that
a warning message is shown.

Default: 0 (none)

Defines how many previous passwords must not be repeated.
Default:

For eToken devices - 10

For iKey devices - 6
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Password Quality Parameter

Maximum consecutive repetitions

Must meet complexity requirements

Manual complexity rules

5. Do one of the following:
» To save your changes, click Save.

Description (Cont.)

The maximum number of repeated characters that is
permitted in the password.

Default: 3
This feature is not supported by iKey devices.

Determines the complexity requirements that are required in
the token password.

+ At least 2 types: a minimum of 2 complexity rules (out of
the 4 shown in the Manual Complexity fields) are enforced.

» At least 3 types: a minimum of 3 complexity rules (out of
the 4 shown in the Manual Complexity fields) are enforced
(Default).

* None: Complexity requirements are not enforced.

* Manual: Complexity requirements, as set manually in the
Manual Complexity settings, are enforced.

For each of the character types (Numerals, Upper-case
letters, Lower-case letters, and Special characters) select
one of the following options:

* Permitted - Can be included in the password, but is not
mandatory (Default).

* Mandatory - Must be included in the password.
* Forbidden - Must not be included in the password.

Note: The Forbidden option is not supported by iKey
devices.

« To ignore your changes, click Discard.
» To apply SafeNet Authentication Client’s default settings, click Set to Default.
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Setting Private Data Caching Mode (Advanced Tab)

4

In SafeNet Authentication Client, public information stored on the token is cached to enhance performance.

NOTE:
This feature is not supported by iKey, IDPrime MD, .NET and eToken 5110 CC devices.

This setting defines when private information (excluding private keys on the eToken PRO smart card) can be
cached outside the token.

To set private data caching mode:
1. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.
2. Inthe left pane, expand the node of the required token, and select Settings.
3. Inthe right pane, select the Advanced tab.
The Advanced tab opens.

[ SateNet Authentication Client Taols (E=REER" )
gemalto
SafeNet Authentication Client 201928
(8) SafeNet Authertication Cliert Tools Password Quality| Advanced
a-g% Tokens
Il 2@ 5100 Token Pred nEE
B e B sEmmn TR

! 4@ Sersh Adams eToken 7300)

$.-48% Client Settings

(® GEMALTO.COM

4. In the Private data caching field, select one of the following options:

Option Description

Always (fastest) Always caches private information in the application memory. This
enables fast performance, as certain information is cached on the host

machine. However, this option is less secure than if no cache is allowed.

While user is logged on Caches private data outside the token as long as the user is logged on to
the token. Once the user logs off, all the private data in the cache is

erased.

Never Does not cache private data.

5. Do one of the following:
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» To save your changes, click Save.
» Toignore your changes, click Discard.

Setting RSA Key Secondary Authentication

An authentication password may be set for an RSA key. In addition to having the token and knowing its token
password, accessing the RSA key may require knowing the password for that particular key.

This setting defines the policy for using this secondary authentication of RSA keys.

NOTE:
@ This feature is not supported by iKey, IDPrime MD, .NET and eToken 5110 CC devices.

To set RSA key secondary authentication:
1. Open SafeNet Authentication Client Tools Advanced view.
See "Opening the Advanced View" on page 14.
In the left pane, expand the node of the required token, and select Settings.
3. Inthe right pane, select the Advanced tab.
In the RSA key secondary authentication field, select one of the following:
* Always
« Always prompt user
* Prompt user on application request
* Never
» Token authentication on application request

@ NOTE:

For an explanation of these options, see Chapter 6: Initializing IDPrime Devices, on page
61.
5. Do one of the following:
» To save your changes, click Save.
« To ignore your changes, click Discard.
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Setting IDPrime PIN Quality (PIN Quality Tab)

The PIN Quality Tab provides parameters which define the rules that must be respected in order for the PIN to be
accepted.

-

'»3“ SafeNet Authentication Client Tools

==l

SafeNet Authentication Client

gemalto’

201?28

SafeMNet Authentication Client Tools
-£5 Tokens

a ® Joe Henderson (IDPrime 940)

Loa 4 Setlings

&k Digital Signature PIN

H &k Digital Signature PUK

+,» Gemalto Virtual Smartcard Reader (
46k Client Setfings

PIN Quality | Advanced

Minimum length (characters):
Maximum length (characters):

History size

Maximum number a character can appear:

Manual Complexity Rules

MNumber of different characters that can be repeated atleast once

Maximum number of characters in a sequence

Maximum number a character can be repeated in adjacent

-
@
Alb||[a)»

o o o o o

1 L (S0 L Ll |15 1| [

Alpha Forbidder «
Alpha lower:

Save ][ Discard I
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NOTE:

L

In SAC Tools, the unlimited value = 00h

In the MD Manager, the unlimited value = FFh
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For IDPrime cards, the following PIN Quality parameters exist:

PIN Quality Parameter

Minimum length (characters)

Maximum length (characters)

History size

Number of different characters
that can be repeated at least

once

Maximum number of times a

character can appear

Maximum number of character

in a sequence

Maximum number of times a
character can be repeated in

adjacent

Manual complexity rules

Description

The minimum value that can be set for the length of a
PIN’s value. This value must be in the range 04h - 40h
for a local PIN and 04h - 10h for the global PIN.

The maximum value that can be set for the length of a
PIN’s value. This value must be in the range 04h - 40h
for a local PIN and 04h - 10h for the global PIN. This
value must be equal to or greater than the PIN Min.
length value.

Number of previous PIN values that cannot be matched
by a new PIN. Range is 00h-0Ah.

00h = No history

The number of different characters that can be repeated
at least once. Range is 00h-FFh.

00h = No limitation

The maximum number of times a character can appear.
Range is 00h-FFh.

00h = No limitation

Max length of characters sequences e.g. 1,2,3,4 or
a,b,c,d. Range is 00h-FFh.

(For example: If set to 4, 1,2,3,4,a,5 is allowed, but
1,2,3,4,5,a is not allowed).

00h = No limitation

Maximum number of times that characters can be
adjacent. Range is 00h-FFh.

00h = No limitation
01h = Repeated characters cannot be adjacent

For each of the character types (Numeric, Alpha upper,
Alpha lower, Alpha, non alpha, Non ASCII)

* Numeric = 30h...39h

* Alpha upper = 41h...5Ah

* Alpha lower = 61h...7Ah

* Alpha =41h...5Ah + 61h...7Ah

* Non alpha = 20h...2Fh + 3Ah...40h + 5Bh...60h +
7Bh...7Fh

* Non ASCII = 80h...FFh?
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Setting IDPrime PIN Properties (Advanced Tab)

The PIN Advanced tab enables you to define PIN properties that must be met in order for the PIN to be accepted.
The PIN Advanced tab is available for all IDPrime based devices.

Select Settings in the left pane, to view the User PIN Quality/Advanced fields in the right pane.

Select Digital Signature PIN in the left pane, to view the Digital Signature PIN Quality/Advanced fields in the
right pane.

Select Digital Signature PUK in the left pane, to view the Digital Signature PUK Quality/Advanced fields in the
right pane.

— N
(S) SafeNet Authentication Client Tools El_ﬂ
gemalto
SafeNet Authentication Client 20128
SafeMet Authentication Client Tools PIN Quality | Advanced
b vt |PIN Quaty
4@ Joe Henderson (IDPrime 940) PIN Properties
| «%§ Setings |ReguiarPIN -]
: - & Digital Signature PIN PIN Type egular
: - Digital Signature PUK PIN Purpose: Digital Signature PIN -
t-4_» Gemalto Virual Smartcard Reader {
ick Client Settings Cache Type: [Always Prompt ']
Cache Timeout a
PIN Flags: No Flags -
Ext PIN Flags: No Flags -
PIN Validity
Validity period (days): 0 -
Expiration warning period (days): 0 -
Save Discard
< 11 | »
) GEMALTO0.COM
SafeNet Authentication Client 10.7 (GA) User Guide 98

Document Number: 007-013561-005, Rev C



11 — Token Settings

For IDPrime MD cards, the following PIN property parameters exist in the Advanced Tab:

PIN Property Parameter
PIN Type

PIN Purpose

Cache Type

Cache Timeout

PIN Flags

Ext. PIN Flags

Description

* Regular PIN - Use the keyboard to enter a PIN
» External PIN - Use an external keyboard/key PIN Pad

Defines the purpose of the PIN. This property is for
information only.

The following options are available:
» Authentication PIN

» Digital Signature PIN

« Encryption PIN

* Non Repudiation PIN

* Administrator PIN

* Primary Card PIN

* Unlock Only PIN

Select one of the following Cache Type functions:
* Normal Cache

* Timed Cache (Minidriver)

* No Cache (Minidriver)

* Always Prompt

This field is activated only if Timed Cache (Minidriver) is
selected in the Cache Type parameter above.

Defines the number of seconds it takes before the cache
times out.

These flags are for backward compatibility only.
* No Flags
* Required Security Entry

The following options are available:

* No Flags - PINs are considered as follows:
Regular PIN & Normal Reader ==> Regular PIN
Regular PIN & PIN Pad Reader ==> External PIN
External PIN & Normal Reader ==> Regular PIN
External PIN & PIN Pad Reader ==> External PIN

* No Regular fallback - changes the third case as
follows:

External PIN & Normal Reader ==> Login refused
* No Auto PIN Pad - changes the second case as

follows:

Regular PIN & PIN Pad Reader ==> Regular PIN

* No Regular fallback + No Auto PIN Pad (both of the
above).
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11 — Token Settings

PIN Property Parameter

PIN Validity Parameter:

Validity period (days)

Expiration warning period (days)

NOTE:

Description (Cont.)

The maximum period, in days, before the PIN must be
changed. When the PIN expires, the user is forced to
change the PIN value the next time that the PIN is pre-
sented.

Default: 0 (no validity period)

Note: The PIN validity settings (Validity period and Expi-
ration warning period) cannot be modified when using
IDPrime MD 830A

Defines the number of days before the PIN expires that
a warning message is shown.

Default: 0 (no warning)

PIN Quality and PIN Property settings may also be accessed when Initializing a device.
See Chapter 6: Initializing IDPrime Devices (page 61).
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12 — Licensing

Licensing

Import a SafeNet license for your SafeNet Authentication Client installation.

Viewing and Importing Licenses

SafeNet Authentication Client installations that do not have a SafeNet license can be used for evaluation only,
and a message is displayed on all logon windows.

You can view your licenses and import new ones using the SafeNet Authentication Client About window.

To view and import licenses:

1. Do one of the following:
» Right-click the SafeNet Authentication Client tray icon, and from the shortcut menu, select About.

* Open SafeNet Authentication Client Tools.
See "Opening the Advanced View" on page 14.
On the toolbar, click the About icon:

i

The About window opens, displaying your license information in the License Information box.

S) About @
SafeNet Authentication Client gemalto
SafeNet Authentication Client 10.X (owocod

©SafeNet, Inc. All rights reserved.
https://safenet gemalto.com,
License Information

This is an unlicensed copy for evaluation use only.

import New License

2. To import a new license, click Import New License.
The Import License window opens.
3. To Validate Binary Signatures, see Validating Binary Signatures on page 25
4. Do one of the following:
« If the SafeNet license box is automatically filled, click OK.
+ Copy your new SafeNet license string to the license box, and click OK.

« Click Import from File, browse to the file containing your license, open it to copy its contents to the
license box, and click OK.
» The About window opens, displaying your updated license information in the License Information box.

SafeNet Authentication Client 10.7 (GA) User Guide
Document Number: 007-013561-005, Rev C



	Support Contacts
	Additional Documentation
	2 Introduction
	Overview
	Friendly Admin Password

	3 SafeNet Authentication Client User Interfaces
	Overview of SafeNet Authentication Client User Interfaces
	SafeNet Authentication Client Tray Icon
	Running the SafeNet Authentication Client Monitor
	SAC Tray Menu Functions
	Opening the SafeNet Authentication Client Tray Menu
	Selecting the Token from the SAC Tray Menu

	Closing SafeNet Authentication Client Monitor

	SafeNet Authentication Client Tools
	SafeNet Authentication Client Tools Toolbar
	Opening the Simple View
	Token Icons
	Simple View Functions

	Opening the Advanced View
	Advanced View Functions
	Tokens Node
	Selected Token Node
	Certificate Type Node
	Common Criteria Certificates
	ECC Certificates
	Selected Certificate Node


	Settings Node
	Client Settings Node
	Data Objects Node
	Orphan Objects Node

	Using the Virtual Keyboard

	Validating Binary Signatures
	Verified Binaries:


	4 Using PIN Pad Readers with SAC
	PIN Pad Readers with IDPrime Cards
	PIN Pad Management Scenarios
	PIN Pad Functions
	PIN Pad Functional Limitations

	5 Token Management
	Selecting the Active Token
	Viewing and Copying Token Information
	Logging On to the Token as a User
	Renaming a Token
	Changing the Token Password
	Activating a Token
	Unlocking a Token by the Challenge-Response Method
	Deleting Token Content
	Importing a Certificate to a Token
	Importing Common Criteria Certificates
	Exporting a Certificate from a Token
	Viewing Supported Cryptographic Providers
	Setting a Certificate as KSP or CSP
	Setting a Certificate as Default or Auxiliary
	Clearing a Default Certificate
	Deleting a Certificate
	Logging On to the Token as an Administrator
	Changing the Administrator Password
	Setting a Token Password by an Administrator
	Synchronizing Passwords
	Reader Settings

	6 Token Initialization
	Token Initialization Overview
	Initializing eToken Devices
	Initializing IDPrime Devices
	Initializing IDPrime Common Criteria Devices
	Initializing IDPrime Devices (Non Common Criteria)


	7 Common Criteria
	Working with Common Criteria Certified Tokens and Cards
	PKCS#11 Digital Signature PIN Authentication
	Must Change Password
	Common Criteria Extended Functions
	Change Digital Signature PIN
	Change Digital Signature PUK
	Set Digital Signature PIN

	Operational Differences and Role Protection

	8 SafeNet Virtual Tokens
	Overview of SafeNet Virtual Products
	Connecting a SafeNet Virtual Token
	Disconnecting or Deleting a SafeNet Virtual Token
	Using a SafeNet Virtual Token to Replace a Lost Token
	Unlocking a SafeNet Virtual Token
	Generating a One-Time Password (OTP)
	Using a SafeNet Virtual Token on an External Storage Device
	Using an Emulated SafeNet Virtual Token

	9 SafeNet eToken 5300
	eToken 5300 Certificates
	Viewing eToken 5300 information
	Using the eToken 5300 Touch Sense
	eToken 5300 Touch Sense Timeout and Grace period
	Touch Sense Timeout
	Touch Sense Grace Period


	10 Client Settings
	Setting Password Quality (eToken Devices only)
	Copying User Certificates to a Local Store
	Copying CA Certificates to a Local Store
	Enabling Single Logon
	Allowing Password Quality Configuration on Token after Initialization (eToken Devices only)
	Allowing Only an Administrator to Configure Password Quality on Token
	Showing the SafeNet Authentication Client Tray Icon
	Defining Automatic Logoff
	Enabling Logging

	11 Token Settings
	Setting eToken Password Quality (Password Quality Tab)
	Setting Private Data Caching Mode (Advanced Tab)
	Setting RSA Key Secondary Authentication
	Setting IDPrime PIN Quality (PIN Quality Tab)
	Setting IDPrime PIN Properties (Advanced Tab)

	12 Licensing
	Viewing and Importing Licenses



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


